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Abstract—As blockchain technology has already become a
critical priority for enterprises, it is acknowledged that it might
be as much important as to reform and reconstruct businesses
in the near future. In this paper we review the strengths and
weaknesses of the blockchain technology, and present an example
application in supply chain management. We start by presenting
the key characteristics of the blockchain technology, and then
summarize its advantages and vulnerabilities. We also describe
some of the existing solutions to known vulnerabilities. Finally,
we review and discuss in detail the example of a decentralized
application for the supply chain of a frozen food factory. This
includes a scenario presenting the implementation of this solution,
the steps for the development of the idea, and the constraints of
the requirements.

Index Terms—blockchain; security; threats; vulnerabilities;
supply chain; supply chain management

The application of blockchain technologies in many differ-
ent areas has attracted much interest and many questions arise
about strengths and weaknesses these applications entail. With
the advent of a new technology, there are a lot of unknown
parameters not discovered yet, and a lot of work remains to be
done to ensure its successful adoption especially when dealing
with critical infrastructures [1].

The blockchain technology is an integrated infrastructure
construction that comprises peer-to-peer networks, and dis-
tributed consensus algorithms, cryptography and algorithmic
models. It is characterized of six key features [2]:

• Decentralization: data are handled in a distributed way,
centralized nodes are not required;

• Transparency: data records are transparent across all
nodes, which results in enhanced data integrity;

• Open-source: most systems are open and free to use and
experiment with;

• Autonomy: nodes are trusted with data through consen-
sus;

• Immutability: records on the blockchain are being pre-
served and cannot be altered unless 51% of the nodes or
more are controlled at the same time by the same entity;

• Anonymity: participants’ address is the only required
information when executing transactions or data transfers.

A distributed ledger is described as a database which is
shared between multiple parties. Due to its decentralized
nature, data records are updated only when participants in-
volved reach a consensus. Additionally, all records have a
unique signature and are being timestamped. Blockchain is
a type of distributed ledger, where records are stored in a
sequence of blocks. Entries in the blockchain ought to be con-
firmed, encrypted, and then added to the chain of transaction
records. These limitations and operational features distinguish
blockchain from DLT. Blockchain applications is vast and
include Secure sharing of medical data, NFT marketplaces
Music royalties tracking, Cross-border payments, Real-time
IoT operating systems, Personal identity security, Anti-money
laundering tracking system, Supply chain and logistics mon-
itoring Voting mechanisms [3], Advertising insights, Original
content creation, supply chain management [4] Cryptocurrency
exchange, Real estate processing platform, and secure energy
[5] exchange among others.

Four main types of blockchain categorize the different ways
to join and participate in a blockchain scheme; the public,
the private, the consortium, and the hybrid blockchain, as
explained below.

Public Blockchain Allows anyone to join and participate
in the process of reaching consensus. Full transparency of
transactions is enabled by design. Participants are usually
rewarded using token incentives. Example public blockchains
are Bitcoin and Ethereum.

Private Blockchain Invitation to join is required. Trans-
actions are private, and nodes’ access to data is restricted by
authorization. Such blockchains are useful mainly to corporate
applications.

Consortium Blockchain It can be characterized as a pri-
vate blockchain which is group managed. This means that
authorization of nodes can be predefined, while there is the



option for blockchain records to be private or open (Figure 1).
Example consortium blockchains are Hyperledger and R3CEV.

Fig. 1. Schema of a consortium blockchain

Hybrid Blockchain Combines private and public
blockchain characteristics, offering options for participants’
authorization and data transparency. Each type of blockchain
has advantages to offer, depending on the use-case.

The scope of this article is a deeper understanding of
the capabilities and limitations of blockchain technology and
Distributed Ledger Technology (DLT) solutions, with regards
to security issues, threats, and vulnerabilities, and the potential
to address long-standing challenges and problems. We also
believe in taking one step ahead whenever possible, and we
present a case study of a decentralized application for the
supply chain management of a frozen-food factory.

The rest of the paper is organized as follows. Section I
presents related work. Section II discusses security related
issues in the adoption of blockchain technology and the most
significant problems. Section III presents existing solutions
proposed to address efficiently these problems. In Section IV
a case study presents a decentralized application in the supply
chain industry. Conclusions and discussion on the outcomes
of the work carried out are included in Section V.

I. RELATED WORK

II. SECURITY ADVANTAGES, THREATS AND
VULNERABILITIES

As mentioned, Distributed Ledger Technology (DLT) pro-
motes transparency by allowing users to control transactions
and data on the ledger. Additionally, ledger immutability
along with decentralization provide greater security in creating
a tamper proof log. More specifically, in the case of a
blockchain, transactions are recorded producing a precise audit
trail. Example applications vary from financial processes to
IoT networks, offering advantages like:

• Accountability, confidentiality, and traceability, as every
transaction is time stamped and digitally signed;

• Increased fault tolerance, and elimination of single points
of system failure;

• Secure transactions within the network.

Further security advantages in the example case of IoT
networks include:

• Secure software updates of the IoT network and its
devices;

• Human factor elimination from authentication, by lever-
aging distributed public key infrastructure.

Despite the aforementioned advantages, as with any technol-
ogy, security concerns are raised, some of which are described
below.

A. Majority Attack

Also known as the 51% Attack, it refers to the possibility
of a miner, or a group of them, to control and manipulate a
blockchain by controlling more than 50% of the blockchain’s
computing network. This kind of attack is even more attainable
when the worth of transactions is more than the block reward
itself. In the example of a cryptocurrency exchange, this kind
of attack is known as the double-spending problem, where
those in control of the blockchain are able to modify the
transaction data by adding new transactions without actually
spending respectively [6].

B. Double Spending

This kind of attack refers to the event of a crypto token
being utilized in more than one transactions. This is pos-
sible despite the blockchain’s consensus mechanism and is
implemented more easily on a PoW-based blockchain. In the
example of Bitcoin, a proposed attack model for achieving
such an attack is shown in Figure 4 below, where it is assumed
that the address of the vendor is known before the attack.
Choosing the same bitcoin(s) for two transactions, T1 towards
the known vendor address, and T2 towards an address that is
controlled by the initiator of the attack, double spending will
be achieved if:

• T1 gets added to the vendor’s wallet;
• T2 gets successfully mined;
• T1’s output is returned to the attacker before the vendor

detects the wrongdoing.

Although T2 will be recognized as invalid sooner or later,
the bitcoins have actually not been spent by the attacker.

Attacker
Transaction to 

vendor

Transaction to 
colluding address Bitcoin 

Network

Transaction to 
vendor

Transaction to
colluding address

Vendor

Mining pool

Fig. 2. Double spending attack model against fast payment in Bitcoin



C. Private Key Security

Since blockchain technology is not dependent on a central-
ized authority, users’ private keys hold both the role of security
credential and user identity. As these keys are generated and
maintained by the users themselves, the risk of having a private
key being compromised entails detrimental consequences on
the user’s account and the account’s assets.

It is typical for key owners to receive phishing emails.
Additionally, a vulnerability during the signature process of
Elliptic Curve Digital Signature Algorithm (ECDSA) leaves
room for an attacker to successfully achieve a private key
recovery [7]. Once a user’s key is compromised, it puts his/her
account in high risk of being tampered, while at the same time
it is hard to recover or even track the changes made by the
attacker.

D. Transaction Privacy Leakage

Traceability is a known security advantage of the blockchain
technology. However, it is also the reason for an ongoing
effort to protect the users’ transaction privacy. For this to
be achieved, one-time accounts can be used as intermediate
transaction receivers. Also, by attributing private keys to each
transaction, it becomes almost infeasible to infer which trans-
actions are received by which users. Nevertheless, link-ability
weaknesses have been discovered in Monero’s transactions
where chaff coins, named “mixins”, can be included in a
transaction to hinder an attacker from inferring the actual coins
spent. To be more specific, it has been observed that two
thirds (2/3) of the total transactions do not utilize any chaff
coins, thus leading to the sender’s exposure. Moreover, it has
been found that the sampling method used for the selection of
chaff coins does not produce random enough results, notably
increasing the possibility of privacy leakage [8].

E. Sybil Attacks

Aiming to cause a clash of a peer-to-peer network, sybil
attacks utilize false identities which congregate the network
by running various nodes simultaneously.

F. Malicious Routing

The aim of this attack is to intercept blockchain data without
being noticed, while 186 information is being conveyed to and
from the ISPs.

G. Fork Problems

This security issue occurs in the case of a software upgrade
of the nodes across a blockchain network and it is of crucial
importance as it impacts the blockchain as a whole. While the
updated software is pushed to the nodes, a new agreement in
consensus algorithm is also published resulting in two “types”
of nodes, the updated and the non-updated ones.

In turn, when a transaction occurs, the following cases are
possible to happen:

• A transaction of a block from non-updated nodes gets
“accepted” by the updated nodes;

• A transaction of a block from non-updated nodes does
not get “accepted” by the updated nodes;

• A transaction of a block from updated nodes gets “ac-
cepted” by the non-updated nodes;

• A transaction of a block from updated nodes does not get
“accepted” by the non- updated nodes.

Due to these four situations and the impact on reaching
consensus within the network, the fork problem arise, in one
of two forms, the hard fork problem and the soft fork problem,
described in the sequel.

Hard Fork This problem means that the non-updated nodes
have not reached an agreement with the updated nodes on
mining a new block. This leads to the emergence of two
blockchain branches due to the fact that the non-updated nodes
maintain their branch of the chain, as shown in Figure 3. In
the event of a hard fork problem, and to avoid developing two
chains, an upgrade across all nodes is required.

Blocks from the nodes which 
have NOT been upgraded

Blocks from the nodes which 
have been upgradedFollows 

old
 rules

Follows 
old

 rules

Follows 
old

 rules

Follows 
new

 rules

Follows 
new

 rules
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new

 rules

Fig. 3. Schema of the hard fork problem

Soft Fork This problem also means that the non-updated
nodes have not reached an agreement with the updated nodes
on mining a new block, as shown in Figure The difference,
however, is that all nodes in the network will keep working on
the identical blockchain, as the block being mined by the non-
updated nodes will not get confirmed by the updated nodes.
Consequently, when a Soft fork occurs, it does not impact the
system as a whole during a software upgrade.

H. Scale of Blockchain

The time to synchronize data across a blockchain increases
as the amount of data stored also grows. This rising diffi-
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Fig. 4. Schema of the soft fork problem

culty in the function of the blockchain system is handled
via a payment verification technology known as Simplified
Payment Verification (SPV). With this technology, only the
block header message is required to be stored per user, and
not the full blockchain information, thus reducing drastically
the transactions’ process time.

I. Time Confirmation of Blockchain Data

The time to verify transactions is another critical issue
in blockchain systems. For example, in Bitcoin, transactions
required approximately one hour to be verified. Although this
may not sound a great deal of time, it cannot be considered
as functionally efficient. In order to optimize process time, an
implementation using Hashed Time-Lock Contracts (HTLCs)
was suggested. Utilizing bi-directional channels, payments are
routed across any other peer in the network in a secure manner,
even if they are not directed connected.

J. Integrated Cost Problem

Making a change in a distributed system can possibly
entail massive costs, both in terms of time and energy, which
consequently implies substantial costs in money.

K. Smart Contracts Vulnerabilities

Security vulnerabilities can be found on smart contracts due
to code defects. It has been observed that such weaknesses
cover about 45% of the total Ethereum smart contracts taken
into account during a thorough study [9]. The investigated
types of vulnerabilities are shown below in Table I

Some of the bugs that may appear include:

• Re-entrancy vulnerability, where prior to completing a
call to a smart contract and, thus, changing its state, re-
peated calls to the same smart contract are made,allowing
for Ether stealing;

• Timestamp dependence, where the conditions triggered
by smart contracts depend on timestamp, giving an at-
tacker the power to alter the sequence of the triggered
events if able to modify the system’s local time;

• Mishandled exceptions, where, for example, smart con-
tract A invokes smart contract B, which, in turn, termi-
nates with an error message that is not explicitly checked
by smart contract A, leading to possible vulnerability;

• Transaction-ordering dependency, where two transactions
that call the same smart contract, may execute in alternate
order than the order of the calls, affecting the overall state
of the smart contract in a way that makes it vulnerable
[10].

L. Smart Contracts Optimization

The development and deployment of smart contracts can
be inadequately optimized, similar to any piece of software
code. Considering that interacting with a smart contract entails
certain cost, it is obvious that any lack of code optimization
may lead to significant cost increase. Leveraging a tool called
“Gasper”, which is used for automated discovery of three
code-related costly patterns in smart contracts, it has been
identified that the majority of the code deployed in Ethereum
is under-optimized [11].

These three patterns include:
• “Dead” code, referring to parts of the code that is being

deployed but not executed;
• Costly operations within loops, referring to code that

could be written outside of a loop, in order to be more
efficient when executed;

• Opaque predicate, referring to parts of the code that
always produce the same output, and, thus, do not affect
other statements.

III. EXISTING SOLUTIONS

Blockchain is currently being under heavy development.
Security enhancements are constantly being proposed and
developed in order to address emerging issues as the above-
mentioned threats and vulnerabilities. Some noteworthy exam-
ple cases include:

On Ethereum platform, a novel mining pool system has been
proposed to address the chance of a majority attack. Compared
with the previous P2P pool, SmartPool [12] displays the
following pros:

• Decentralization: since the core of SmartPool is devel-
oped and deployed as a smart contract, the use of Smart-
Pool client for mining is achieved through Ethereum and
uses, also, Ethereum’s consensus mechanism;

• Security: the data structure that is used prevents the re-
submission of shares in more than one batches, while the
verification process utilized guarantees that the expected



Level Vulnerability Cause
Call to the unknown The called function does not exist
Exception disorder Irregularity in exception handling
Type casts Type-check error in contract execu-

tion
Reentrancy vulnerability Function is re-entered before termi-

nation
Field disclosure Private value is published by the

miner
Out-of-gas send Fallback of the callee is executed
Immutable bug Alter a contract after deployment
Ether lost Send ether to an orphan address
Stack overflow The number of values in stack ex-

ceeds 1024
Unpredictable state State of the contract is changed

before invoking
Randomness bug Seed is biased by malicious miner
Timestamp dependence Timestamp of block is changed by

malicious miner

Contract source code

EVM bytecode

Blockchain mechanism

TABLE I
A TAXONOMY OF 12 TYPES OF VULNERABILITIES IN SMART CONTRACTS

rewards will be attributed to the honest miners in any
case of malicious attempts;

• Efficiency: while SmartPool receives transactions with
details of mining tasks, the hashing computation is con-
ducted by the miners, and the completed shares are
returned in batches to be committed as a contract.

A. Quantitative Framework

This framework aims to analyze the performance of execu-
tion for PoW-based implementations, and its output facilitates
the security provision of blockchain systems as part of the
overall strategy against adversary behavior and attacks. More-
over, it includes two components:

1) The security model: it is based on Markov Decision
Processes, and focuses around selfish mining [13] and
double spending attacks [14].

2) The blockchain simulator: it replicates the execution of
a blockchain system taking as input parameters about
the network and the consensus protocol, and giving as
output metrics like network delays, throughput, block
propagation times, stale block rate, etc.

B. Oyente

It is an open-source analysis tool for smart contracts [10],
and is used to detect bugs in Ethereum’s deployed bytecode
in the blockchain.

C. Hawk

A proposed framework for developing smart contracts that
preserve privacy, including the financial information of trans-
actions, without having developers doing this manually. It aims
to address the threat of leaking sensitive details including
contracts’ bytecode and relevant invoking parameters [15].
This has become vital especially since both transactions and
contract data are publicly available in Blockchain 2.0.

D. Town Crier

Town Crier is an authenticated data feeder that leverages
trusted hardware to provide a strong guarantee about the
source of data. It acts as a secure data mediator between
HTTPS and the blockchain, since smart contracts do not
have direct access to the network [16]. Additionally, its
core modules run on decentralized platforms, achieving the
isolation between network communication and its core source
code, which is available online as a public service. This
separation provides the necessary confidentiality for smart
contracts to support confidential queries and, also, to manage
user credentials.

Having mentioned some of the solutions that exist to
counterfeit blockchain related threats and vulnerabilities, there
are still a lot of issues ahead to focus on, including the
improvement of consensus mechanisms, the risk of privacy
leakage, and the optimization of data management. It is also
worth mentioning a few applications of blockchain technology
in information security, like:

• Identity and access management;
• Data management: improved confidentiality and data in-

tegrity;
• Securing edge devices with authentication;
• Secure private messaging;
• Next generation public key infrastructure (PKI);
• Safer DNS.
Furthermore, blockchain technology can be used in many

other application areas including:
• Healthcare;
• Internet of Things (IoT);
• Supply chain management;
• Finance and legal sectors;
• Power grid.
Next, we examine a case study in supply chain manage-

ment [17] to present the implementation of blockchain, the



necessary steps for this development, and study limitations
and constraints that appear

IV. FROZEN FOOD SUPPLY CHAIN CASE STUDY

Food supply chain is a crucial sector for all partners,
the enterprises and the consumers. The special category of
frozen food requires more constraints, control, and monitoring
to assure that all processes and deliveries adhere to certain
regulations and directives. Improper storage throughout the
transportation procedures to multiple retailers in any supply
chain might result in food quality and safety concerns. It’s
difficult to pinpoint which party in the supply chain is to blame
for the problem because many companies are responsible for
shipping and storing the food. As a result, we’d want to have
a system that detects supply chain difficulties as soon as they
appear.

Examining the reasons blockchain technology might be
beneficial to the frozen food supply chain, and justify this
choice, we consider three different points of viewing this
approach; the participants side, the business model side, and
the trustfulness side. From the participants side, the first
advantage is the numerous partners, the second is that no
centralized authority is required, and the third one is the
synchronization of partners’ data.

From the business model side, there are two main ad-
vantages; the first one is that the business model is not
complicated, and the second one is that the business model
is static and rarely changes. From the trustfulness side, three
pros could be identified; the first one is that there is a lack of
trust between partners when related issues occur, the second
one is that the order of the transactions matters, and the third
one is the requirement for transaction privacy.

Assuming a frozen food supply chain, the steps followed for
the implementation of blockchain technology in this scenario
are described and illustrated. Five actors are identified in this
chain: Farm, Factory, Shop, Courier1, and Courier2, each has
a node they manage (Figure 5). Courier1 is responsible for
shipping to the west. Courier2 is responsible for shipping to
the east.

Data in a blockchain represents the state. In our scenario,
Food moves through the supply chain. At every point, when
the food is with a new partner, responsibility for the food
must be passed. We’re interested in the following information:
responsible partner, temperature, and whether or not that
temperature is in compliance. We need to know whether the
frozen food is kept at an appropriate temperature.

Transactions are used in blockchain to change the status
of data from one value to another. As a result, a temperature
sensor should report the temperature on a regular basis. A
transaction is considered as temperature report that is trans-
mitted to a blockchain transaction node (Figure 6).

Each time the status of a shipment changes, a transaction is
transmitted to a blockchain transaction node. Each transaction
alters the party in charge, the temperature, or both (Figure 7).
6).

EastWest

Shop

Factory

Farm

Fig. 5. Simple scheme of the distribution

Responsibility West

Temperature -1C -4 C

Out of
compliance False

Last modified 19/04/2021
08:00

Temperature -4 C

Fig. 6. Updating the temperature

Responsibility Factory East

Temperature -2 C 0 C

Out of
compliance False

Last modified 19/04/2021
08:00

Responsibility Factory

Temperature -2 C

Responsibility East

Temperature 0 C

Fig. 7. Transactions applied in order to update the state of the ledger.

Let’s suppose Factory sends a shipment of frozen food using
Courier1, then the following four steps go after:

• Factory shipment system sends a transaction to their
blockchain node;

• The transaction updates the shipment responsibility from
Factory to Courier1 (Figure 8);

• The transaction is sent throughout the blockchain net-
work;



• The transaction update is copied to each node (Figure 9).

EastWest

Shop

Factory

Farm

Responsibility West

Fig. 8. Factory sends the transaction throughout the blockchain network

EastWest

Shop

Factory

Farm

Responsibility West

Responsibility West

Responsibility West

Responsibility West

Fig. 9. The node gets a copy of the transaction update

To transfer responsibility for the shipment from one partner
to another, programmatic logic is required. We’ll also need
to utilize an IoT temperature sensor to determine the current
temperature state. We will use the Ethereum decentralized
application (DApp) concept. Smart contracts are the name for
Ethereum DApps. A smart contract is a piece of code that
runs during a transaction (Figure 10). The smart contract is
also linked to a specific address on the blockchain network.
To utilize a smart contract, we must first build an instance
with the address, logic, and data.

0xBsdjfo65dsdf5chj28dsd827sbvhvf2

function TransferResponsibility(address NewCounterpart)

function InjectTelemetry(int Temperature, int timestamp)

Fig. 10. Smart contract instance

The smart contract is immutable, much like the data on the
blockchain. The logic of a smart contract cannot be modified
once it has been deployed. As a result, we can be confident
that the smart contract logic is executed consistently across all
nodes.

In our scenario, the smart-contract instance contains the
following data:

• Responsible partner;
• Temperature;
• If the temperature of the product is not within acceptable

limits.
We may run functions to transfer responsibility as well as

get temperature data for the instance. When a shipment’s duty
is transferred to another party, the following occurs:

• A transaction is performed;
• Smart contract logic changes the data.
At the end of the day, Shop shipping system creates a smart

contract instance for a new frozen food shipment to return it
back to Factory. The Shop shipping system sends a transaction
that calls the TransRes function to transfer the responsibility of
the shipment to Courier2. The transaction is sent to all nodes
on the blockchain network (Figure 11).

Each node performs the smart contract logic. The IoT
temperature sensor monitors the food temperature and sends
transactions on a regular basis.During the shipping process
from Shop to Factory using Courier2, if the temperature
becomes not suitable according to our programming pre-
defination, the smart contract logic marks the shipment as non-
compliant (Figure 12). Because the transaction is included in
an immutable chain of blocks, the non-compliant state cannot
be changed by the partners, because of the immutable record
by the blockchain. Factory can then refuse delivery and can
avoid storing defected food. This will save the health of the
customers in next days.

A. implementation Guide

After examining different implementation platforms, the use
of the Enterprise Ethereum Alliance blockchain was selected
as recommended. To program the logic, a programming lan-
guage called Solidity was used, with two main functions, the
TransRes (address, newCounterParty) and the Telemetry (int
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function TransferResponsibilit

Responsibility Factory 

Temperature -2 C 0 C
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Last modified 19/04/2021
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Fig. 11. Shop sends transaction to the blockchain that sends it to all nodes

Temperature, int TimeStamp). Five actors were identified as
parties responsible to ship and store the product, the Farm, the
Factory, the Shop, the Courier1, and the Courier2. The recom-
mended network is the consortium network [18]. A consortium
(federated) blockchain is a private blockchain that is neither
public nor private, but authority is dispersed and functions in
the network’s best interests. In our case, we desire transaction
privacy from the general public. The authority that participates
in consensus can be limited within consortium blockchains.
Only the participants may be involved in invalidation, which
enforces trust. As a consortium, we consider a team who
participates in a project together. Proceeding with a simple
comparison between pubic, private, and consortium network,
a number of results are summarized. In the public type, the
privacy is lost because everyone has access. In the private type,
decentralization is lost because just one authorized party might
update. Finally, in the consortium type, several organizations
are included, instead of just one, so that, every enterprise re-
ceives the same treatment. In conclusion, we can indicate that
the consortium type is keeping expenses down, the transaction
fees are quite low too, environmental regulations recommend
it, any criminal entry will be prevented, and the risk is shared.

East

Shop
Farm

0xBsdjfo65dsdf5chj28dsd827sbvhvf2

function TransferResponsibilit

Responsibility East

Temperature -2 C 0 C

Out of
compliance TRUE

Last modified 19/04/2021
08:00

West

Factory

Fig. 12. Non-compliant state

The three consensus algorithms are discussed in the sequel
to present how each solves the problem [19].

• In Proof of Stake, The more blocks a miner owns on a
blockchain, the more blocks they can mine;

• In the case of Proof of Work, The miner can confirm
more transactions on the blockchain if they have greater
processing power;

• In Proof of Authority, To be able to authenticate transac-
tions, a specific number of actors must be pre-determined.

The Proof of Authority (PoA) consensus type was selected
as an algorithm that provides high performance and fault
tolerance. To authenticate data across all blockchain nodes,
blockchain employs a consensus process. Consensus allows
all decentralized nodes to be in the same status.

Order is important for transmitting value or responsibility.
Consensus guarantees that transactions are completed in the
proper sequence and that the blockchain is secure. The trans-
actions are verified as blocks, and the network must agree on
whether or not the blocks should be added to the blockchain.



Proof of work, proof of stake, and proof of authority are some
of the blockchain consensus algorithms. They all have their
own approach to achieving consistency.

Instead of cryptocurrency, authority may be used in con-
sensus methods for consortium blockchains (Figure 13). We
could also utilize (Voting/multi-party consensus) or (mixed
Byzantine fault tolerance MBFT [20], but they aren’t necessary
in our case.

Responsibility Factory

Temperature -1 C

Out of compliance FALSE

Last modified 25/04/2021 08:00

Fig. 13. Consensus between nodes

A number of constraints and requirements in the presented
implementation plan are summarized in the following list:

• Transferring product responsibility from one operator to
another;

• Use data from an IoT temperature sensor to determine
the compliance status;

• A smart contract is a piece of code that runs as part of
a transaction. It has state data and program logic in its
instance.

V. CONCLUSIONS

In this article, we have presented a list of security strengths
and weaknesses of blockchain technology, along with some
of the existing solutions to such threats. Additionally, an
exemplary case study around the end-to-end supply chain
management of a Frozen-Food company has been described.
Overall, it is demonstrated that the use of blockchain technol-
ogy enables the improvement of transparency of the product
quality, starting right from the source and going all the way
until it reaches the consumer. It is the authors’ opinion that
technology ought to enhance the quality of people’s lives, and
such can be the use of blockchain technology in different areas
of application.
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