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Abstract 

Conference Key Distribution Systems (CKDS) are well-analyzed systems for thecomputationand distribution of a symmetric 
key shared amongst a session’s participants. We focus on previous CKDS with user anonymity and we propose modifications 
from the perspective of anonymity, dynamicity, efficiencyand security crystallized in a novel CKDS design. The security of 
the proposedanonymous CKDS is based on the difficulty of computing discrete logarithms over Elliptic Curves, the 
intractability of inverting one-way hash functions and thecreation of random, however disjoint,pseudonyms by the 
groupmembers. Under these modifications, our proposed dynamic CKDS can be ported toclusteredMobile Ad Hoc 
Networksso that the members of a mobile group can rapidly establish a shared Conference Key.We demonstrate the 
effectiveness of the proposed scheme through performance comparisonsand security analysis that covers passive and active 
attack scenarios.  

© 2019 Elsevier Science. All rights reserved 

Keywords: Conference Key; Anonymity; Elliptic Curves;Lagrange polynomial interpolation; dynamicity. 

1. Introduction 

Security and anonymity intoday’s communications 
play avital role due to the large scaleand different 
types of threats that appear on a daily basis. 
Moreover, today the new application domains that 
emergepossess highly dynamic characteristics. Video 
streaming on the move, group-file-sharing, 
emergency ad hoc scenarios, large-
scalesensorapplications generating big data over the 
Internet and exchange of messagesamongst 
automated vehicles with 5G connectivity, are only a 
few examples that demonstratethe above mentioned 
dynamicity. 

 
 
 
 
To handle new communicationscharacteristics, such 
as dishonesty, group mobility, scalability, 
highdistribution degree and temporariness, the next 
generation networks (like Mobile Ad hoc Networks, 
Internet of Things and even 5Gcellular networks) 
should offerprotection including inter aliagroup key 
establishment protocols with strong support of 
dynamicity, anonymity and security guaranties. 

In this paper we examine a specific class of key 
distributionprotocols, namelythe Conference Key 
Distribution Systems (CKDS). CKDS appeared quite 
long before [1-3] to secure multi-station sessions with 

The work presented in this paper was supported by the University 
of Piraeus Research Centre (UPRC). 
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the computation of a symmetric Conference Key 
(CK) by a dealer entity (the Chairman) who 
distributes the key to the legitimate session 
participants.An eavesdropper cannot obtain any 
information about the shared key.  

User anonymity was added as an additionalCKDS 
property to guarantee that the identities of the entities 
that contribute to the establishment of the shared CK 
remain unknown to group and non-group members. 
In some more detail, in the CKDS with user 
anonymity that we reference here [2-6], the session is 
controlled by a Chairman who, based on pair-wise 
session keysshared with the members, computes the 
CK anddistributes to the fixed session participants 
appropriate security parameters, so that they can all 
recover the same Conference Key.  

However, this model is rather static (no join/leave 
operations), renders key control to the Chairman, 
lacksperfect forward secrecyand is vulnerable to 
intruder, impersonation and conspiracy attacks, as 
we will analyse in the next sections.In order to tackle 
the above mentioned challenges, we propose a 
novelCKDS design.Specifically, our contributionis d-
CKDS, a novel scheme with user anonymity 
proposed for infrastructure-less and dynamic Mobile 
Ad Hoc Networks. Especially: 

 d-CKDS is a modification of the symmetric 
CKDS presented in [6]. Weenhance the 
anonymity guarantees of [6]by disassociating 
the creation of key parameters from the real 
identities of the session members, so that no one 
(either externals or members) can infer in any 
possible way the group identities(complete 
anonymity).To achieve that,we proposerandom 
pseudonyms in the calculations of the key 
elements per session and we do not include the 
realnode identities in the CKDS messages 
(broadcasts or unicasts). 

 While previous anonymous CKDS do not 
consider perfectforward secrecy, we avoid the 
escrow problem with ephemeral private-public 
keys which are deleted upon CK recovery. 

 While previous anonymous CKDSdo not 
consider re-keying issuesin dynamic sessions, 
we consider that nodes may join or leave a 
session randomly, and we proposeefficient 
computation of a new CK by recursively 
computing a new interpolation polynomial 
without terminating the current groupsession. 

 In section 8 we describe in detail a use case 
where d-CKDS is applied in a clustered 
heterogeneous Mobile Ad hoc Network 

(MANET). We utilise d-CKDS to securely elect 
local Cluster Heads when the dynamic network 
conditions impose torestructure the wireless ad 
hocnetwork. 

 In d-CKDS no single session attendant can 
control the Conference Key, since all the 
members contribute to its computation. 

The rest of the paper is organized as follows. 
Section 2presentsthe related work.Section 3 
highlightsthe weaknesses and inefficiencies of the 
compared previous anonymous CKDS. In Section 4 
we present our proposed d-CKDS.Section 6 and 
Section 7 provide theperformance and security 
analysis. Section 8 demonstrates the applicability of 
d-CKDS in MANETs with a Use Case. Section 9 
outlines our plan for the future work.  

2. Related work 

Ingemarsson et al. in [1] introduced CKDS as a 
Group Diffie Hellman protocol. T.C. Wu [2] 
proposed a CKDS with user anonymity using one-
way hash functions to hide the identities of the 
attendants.  

Tseng-Jan [3] proposedtwo anonymous CKDS 
schemes.The first of them provides computational 
improvements to [2]with security based on the 
Discrete Logarithm Problem (DLP). Also, simple 
polynomial interpolation properties were utilised in 
the first scheme of [3]. 

Yang, Chang and Hwang (YCH) proposed in [4] a 
scheme with user anonymity and security based on 
the intractability of the Elliptic Curve DLP (ECDLP). 
The Conference Key is randomly chosen by the 
Chairperson who then broadcasts n values 𝑦  which 
belong to a randomly chosen linear curve 𝐿(𝑥).  

In [5], Lin et al. commented the YCH scheme and 
described an “intruder” attack (quotes added by us) 
against the YCH scheme in which a non-attendant 
user could uniquely solve a set of linear equations 
and recover CK. To tackle this vulnerability, Lin et 
al. proposed a small-cost modification of the YCH 
scheme in which the Chairman performs exclusive-or 
operations on the values he broadcasts to the group. 

In [7] the authors noticed that Lin et al. in [5], in 
their “intruder” attack against the YCH scheme, did 
not observe that the system of simultaneous equations 
the attacker has to solve to obtain the hashes ℎ  and 
CK, is actually 𝑛 × (𝑛 + 1)not 𝑛 ×  𝑛 and, 
therefore, any CK could match. This is correct, 
however in the case of a realintruder attack the 
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system of equations is of size𝑛 ×  𝑛. In this case, to 
our view, legitimate members,i.e., the session 
members who have alreadyrecovered CK, could 
solve the𝑛 ×  𝑛 system of equations to obtain theℎ  
values of the rest legitimate attendants. Having 
achieved that, the intruders could pretend the 
Chairperson by calculatinga forged 𝐶𝐾  
andbroadcastinga fake message 𝑀  including the 
forged values 𝑦 ′ = 𝑐 ℎ + 𝐶𝐾  ([7]) or could even 
brute-force the ℎ to find node identities. 

In 2004, Kim et al. in [6] reviewed [4] and [5] and 
proposed a new CKDS scheme with user anonymity 
based on the intractability of ECDLP. In [6] the 
session members contribute public shares to the 
establishment of the CK so that [6] can be considered 
a contributory secret-sharing scheme. However, only 
the Chairperson applies Lagrange polynomial 
interpolation to compute the CK and distributes the 
key parameters to the attendants to recover the key. 

In [8] a three-round authenticated Group Key 
Agreement scheme is proposed that combined secret-
sharing, El Gamalencryption and digital signatures. 
In [9] and [10]generic compilersare described such 
that one more round is added to convertan 
unauthenticatedGKA protocol to an authenticated 
one. 

In [11] a three-round GKA is proposed integrating 
group merge-partition and leader election procedures.  

In [12] the authors stressed that in [6] the non-
group nodes unnecessarily perform computations to 
recover the common key, since the Chairperson 
broadcasts to theentire network the message 𝑀. To 
overcome,the Chairpersonincludes in message 
𝑀some overhead which is the group’s hash values 
𝐻(ℎ ). A network node that listens, searches but does 
not find his value 𝐻(ℎ ) inside 𝑀 will not 
unnecessarily perform the key recovery stage.  

In [13]acyclicGKA scheme based on the Elliptic 
Curve Diffie-Hellman (ECDH)key agreement is 
proposed for wireless networks. Each group member 
performs a point multiplication over an Elliptic Curve 
Cryptosystem (ECC) to compute his public 
contribution which he unicasts to the next group 
member. The group controller is the last node to 
make a multicast from which the group members 
compute the shared group key. In case that a new 
node joins or a member leaves, the controller changes 
his secret key and accordingly changes his public 
contributions. 

In [14]ECDLP-based CKDSwas introducedin the 
voting-based Cluster Head selection procedure 
forwireless ad hoc networks. 

In [15] the authors reviewed the butterfly scheme 
[16] and proposed an efficient novel ripple scheme 
based on the two-roundDiffie-Hellman key 
agreement protocol. The scheme gradually builds a 
group key from sub-group keys.  

In [17] an authenticated ID-basedone-round GKA 
protocol is proposed. The protocol provides forward 
secrecy for energy-balanced wireless ad hoc networks 
utilisingbilinear maps performed over an ECC. 

Three works on small-roundasymmetric GKA 
designed for dynamic ad hoc networks are[18] (a 
PKI-based scheme for ad hoc networks), [19] (an ID-
based and authenticated scheme with support of 
massive node joins and leaves) and [20] (one-round 
schemeusingID-based batch multi-signatures 
simulated with pairing-based crypto library). 

The proposal in [21] is ID-based,authenticated, 
andpairing-free,dynamic and symmetric GKA 
scheme that supports partial anonymity based on ID-
based encryptionof a list with valid identities-
pseudonyms pairs created and broadcasted by the 
Initiator role.  
Other interesting GKA schemes include [22-26]. 

In [27] seventy-nine constant-round GKA 
protocols were extensively surveyed. In [28] the 
presentedsurveycovers many angles from which a 
comparison of past, present and, perhaps, future 
designs of GKA protocols can be made.  

3. Comments on previous CKDS schemes 

The authors of [6] and [7] independently identified 
the following inefficiencies regarding previous 
CKDS: 

 YCH [4] and LLL [5] do not maintain user 
anonymity, since the values 𝑦  or 𝑦 distributed 
to the session members should be directly linked 
to their identity.  

 Trying to keep anonymity in [4] and [5] would 
lead to unnecessary computation costs for key 
recovery and key verification by each one of the 
attending users. 

 [4] and [5] are vulnerable to the intruder attack 
in which a malicious attendant can obtain the ℎ  
values of the rest legitimate session attendants 
and, hence, can forge new CK to mislead them.  
 

Some additional security weaknesses of the works in 
[3-6] are: 
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 In these schemes, the authors assume a system 
which a priori assigns to each session member a 
long term key-pair, namely a private key 𝑥  and 
a public key 𝑄 , through a secret channel. To our 
view, usingpre-loaded key material in ad hoc 
sessions is both impractical and unsafe because 
increases the chances to solve the DLP (or 
ECDLP). On the contrary, in the d-CKDS, the 
private-public key pairs are dynamically and 
ephemerally generated by the group members 
utilizing a low-cost ECC. 

 In these schemes, during the Key Distribution 
stage, to each session member corresponds a 
hash valueℎ = 𝐻(𝑘  || 𝐼𝐷  || 𝐼𝐷  || 𝑇 ) || 𝑚. 
Hence, the pair-wise key 𝑘  shared with the 
Chairperson and the member’s real identity 𝐼𝐷  
are protected inside the hash function. To our 
view, this contradicts to privacy since identities 
could be inferred or brute-forced from key 
information. On the contrary, in our d-CKDS the 
group nodes do not expose real identities when 
computing key elements, since in the hash 
values ℎ  we include random pseudonyms 
instead of the real network identities. In this 
way, no opportunity is given to attackers to link 
node identities with key material.  

 In none of these schemes do the authors provide 
any forward secrecy guarantees. This is a 
security property that all key-agreement 
protocols should possess [16]. On the contrary, 
in d-CKDS the nodes generate short-term public 
keys 𝑄 in the Key Distribution phase. Both 𝑄  
and the established pair-wise session keys are 
deleted upon completion of the Key Recovery 
phase. Hence, the computation of our CK is 
independent of long-term keys that attackers 
have the chance to compromise. 

 None of these CKDS considers dynamic 
sessions nor does it provides any re-keying 
mechanism so that the current session has to be 
terminated for probable security reasons inthe 
case that the session membership changes. We 
provide a recursive method by which re-keying 
can be possible. When a new authenticated 
entity joins or leaves a session, the new group 
can on the fly compute a new CK based on the 
computations made forthe current session’s CK. 

Moreover, we propose modification of the Kim et 
al. scheme [6] regarding the computations performed 
for the shared CK. In more detail, in the conference 
key distribution stageof [6],the Chairperson, after 
computing the participants’𝑛coordinate 

points,constructs the Lagrange form of interpolation 
polynomial with degree 𝑛 − 1 as: 

𝑓(𝑍) = 𝐻(ℎ )𝐿 (𝑍) 𝑚𝑜𝑑 𝑝 (1) 

𝐰𝐡𝐞𝐫𝐞, 𝑳𝒌(𝒁) =
∏ (𝒁) − 𝒉𝒋

𝒏 𝟏
𝒋 𝟎,𝒋 𝒌

∏ 𝒉𝒌 − 𝒉𝒋
𝒏 𝟏
𝒋 𝟎,𝒋 𝒌

 

 
The canonical form of the Lagrange interpolation 
polynomial is: 
 
𝑓(𝑍) = 𝐶 𝑍 + 𝐶 𝑍 + ⋯ + 𝐶 𝑍

+ 𝐶  𝑚𝑜𝑑 𝑝                                  (2) 
   𝐶 , 𝐶 ,, … , 𝐶 ∈ 𝑍  

∗ .  

The Chairperson in [6] has to calculate all 𝐶  . 𝐶 in (2) 
is the shared CKto be recovered by the session 
participants. After computing𝑉 = 𝐻(𝐶𝐾|| 𝐼𝐷  || 𝑇 ) 
and timestamp 𝑇 the Chairman in [6] broadcasts: 
 
𝑀 = (𝐼𝐷 , 𝑉, 𝑇, 𝐶 , 𝐶 , … , 𝐶 ).(3) 
 
At this point, we note that each polynomial 𝐿 (𝑍) in 
(1) is also of degree 𝑛 − 1and it can be written as: 
 

𝐿 (𝑍) =
∏ ( ),

∏ ,

= 𝑐 , 𝑍 +

𝑐 , 𝑍 + ⋯ + 𝑐 , 𝑍 + 𝑐 ,  𝑚𝑜𝑑 𝑝.                     
(4) 
 
Each polynomial 𝐿 (𝑍) satisfies: 

𝐿 (𝑍) =
1, 𝑍 =  ℎ
0, 𝑍 ≠ ℎ

 (5) 

 
Therefore, each polynomial 𝐿 (Z) has 𝑛 − 1roots, 
namely the hash values ℎ , 𝑗 ≠ 𝑘, 𝑗 = 0(1)𝑛 −

1, ℎ , ℎ ,, … , ℎ , ℎ , … , ℎ . 
We proposeherethat the Lagrange interpolation 
polynomial coefficients 𝐶 shown in (2) can be 
derivedfrom the coefficients 𝑐 , , of 𝐿 (Z)shown in 
(3), as follows: 
 

𝐶 =  𝑐 𝐻(ℎ ) mod p, 𝑖 = 0(1)𝑛 − 1.     (6) 

 
The construction of theLagrange interpolation 
polynomial (1) and, hence, the computation of 
thepolynomial coefficients𝐶 in, as in(6),is 
oforder𝑂(𝑛 ).For infrastructure-less networks with 
limited resources this is expensive and,to achieve 
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better computational performance,we propose the use 
of an efficient numerical analysis 
methoddescribednext. 

4. The proposed d-CKDS  

4.1. Assumptions  

Our intention is to modify the static 
schemeproposed in [6] in order tobe able to port 
CKDS to dynamic networks, such as MANETs. We 
make the following assumptions: 

 The MANET is infrastructure-less, so that 
during a CKDS session no contact is performed 
between the group members and a Certificate 
Authority. 

 The security of the communications medium is 
that of an authenticated broadcast channel. The 
protocol messages are digitally signed (e.g., with 
DSA) so that an unauthorized external attacker 
cannot learn any secret information. We 
recommend the addition of 𝑂(𝑛) authentication 
compilers on top of un-authenticated group key 
agreement schemes, as those described in [9-11]. 

 The MANET is heterogeneous and structured in 
dynamic clusters, eachof 𝑛mobile nodes.Each 
cluster consists of 𝑛-1 simple members and one 
Cluster Head (CH) having the necessary 
resources to hold the CKDS Chairperson role. 
We assume the members have registered with 
the CH and know the𝐼𝐷 .The CH computes the 
CKand broadcasts the key parameters 
totheregistered wireless members.  

 The system can be attacked, not only by passive 
eavesdroppers who try to recover the CK, but 
also by active external attackers who try to 
replay intercepted messages launching 
impersonationattack. Also, we consider 
intruders as malicious sessionusers who try to 
launch anonymity breaking andconspiracy 
attacks. We assume that neither external 
attackers nor insiders can they compromise 
ephemeral secret keys. 

4.2. Implementation 

Figure 1 illustrates the proposed d-CKDS which 
consists of the following four phases. 

4.2.1. EC Domain parameters generation phase 
Let 𝐴 = {𝑈 , 𝑈 , … , 𝑈 }  denote the set of all 𝑁 

nodes in the wireless ad hoc network and let 𝐵 =
{𝑈 , 𝑈 , … , 𝑈 }  denote the set of all legitimate 
cluster members (session attendants) with𝑛 < 𝑁. 

We make the assumption that theEC public domain 
parameters (Elliptic Curve 𝐸 defined over a finite 
field 𝐹 with base point 𝐺 of large prime order p) and 
the hash function 𝐻( )are pre-loaded in all the ad 
hoc network nodes 𝑈 ∈  𝐴 by a procedure run by the 
administrator of the wireless network.  

4.2.2. Session Initiation phase  
The CH secretly generates two pseudo-random 

integer coordinates, namely the private key𝑥 ∈
[1, p − 1]and the pseudonym 𝑍 ∈ [𝑟 , 𝑟 ].Then the 
CH computes his ephemeral public key 𝑄 = 𝑥 𝐺 
and,as shown in Figure 1, broadcaststo the cluster a 
signed “Init” message includingthesession identifier, 
the roundidentifier, the pseudonym𝑍  and the key 𝑄 . 

Each cluster member, upon receiving the “Init” 
broadcast, authenticates the CH signature andthen 
secretly generates two pseudorandom integer 
coordinates,the private key𝑥 ∈ [1, p − 1]and the 
pseudonym 𝑍 ∈ [𝑟 , 𝑟 ].Note that pseudonyms are 
drawn from disjoint integer ranges [𝑟 , 𝑟 ]pre-loaded 
on the ad hoc network nodes, so that no collision is 
possible. Then, each member generates his ephemeral 
public key 𝑄 = 𝑥 𝐺using the adopted low-cost ECC 
and and unicasts the response message including the 
signature of𝑍  and 𝑄  signed to the CH. 

Upon reception of each cluster member’s unicast 
message, the CH authenticates themember’s digital 
signature and proceeds to the next phase. 
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Figure 1 – The proposed d-CKDS. 

4.2.3. Key Distribution phase  
In this phase, the CH first computes the𝑛 − 1pair-

wise keys𝑘 = 𝑥 𝑄  shared with the cluster 
members𝑈  that are authenticated. 
Then, using pseudonyms, the CHcomputes the𝑛hash 
valuesℎ = 𝐻(𝑘  || 𝑍  || 𝑍 || 𝑇 )and 𝐻(ℎ ). 
Having computed the group’s 𝑛coordinate 
points{ℎ , 𝐻(ℎ )}, the CH proceeds to the 
construction of a unique interpolation polynomial of 
degree 𝑛 − 1. 

At this point, and in order the CH to construct the 
interpolation polynomial with the least possible 
overhead, we propose to utilise the Newton backward 
form for polynomial interpolation instead of the 
Lagrange form shown in (1). The Newton form is 
supplied in (7): 

 
𝑃 (𝑧) = 𝑃 (𝑧) + [𝑧 , 𝑧 , … , 𝑧 ](𝑧 − 𝑧 )(𝑧 −
𝑧 ) … (𝑧 − 𝑧 )                              (7) 
 

𝑤ℎ𝑒𝑟𝑒 𝑃 (𝑧) = 𝑓 , 𝑘 = 1(1)𝑛 − 1𝑎𝑛𝑑 

[𝑧 , 𝑧 , … , 𝑧 ] =
𝑓(𝑧 )

∏ 𝑧 − 𝑧,

 

 
The form shown in (7) is recursive and hence is more 
efficient than (1) in computing the interpolation 
coefficients. To our knowledge, none of the previous 
CKDS schemes has utilised Newton’s form.  
Obviously, the proposed numerical analysis method 
can also be utilised to recursively construct a new 

polynomial each time a single ad hocnode joins the 
cluster session or anyoneof the existing cluster 
members (except from the CH) leaves thesession. In 
the latter case, the reduced polynomial𝑃 (𝑧) can 
beagain derived from𝑃 (z)using (7). 
In this regard, supposethat a single mobile nodejoins 
an existing group of 𝑛 nodes. After registering and 
establishing a pair-wise secret with the CH,the latter 
adds a new pair {𝑧 , 𝑓(𝑧 )} to the existing cluster 
member pairs and the new polynomial 𝑃 (z) can now 
be recursively computed from 𝑃 (z) using (7).  
Also note that the coefficients 𝐶 of the new𝑛-degree 
polynomial can be computed by re-using the 
coefficients𝐶  of thepolynomial 𝑃 (z) as in (8): 
 
𝐶 =  𝐶 + (−1) [ℎ , ℎ , … , ℎ ] (ℎ ℎ ℎ … ℎ ), 
 

𝐶 =  𝐶 + (−1) [ℎ , ℎ , … , ℎ ] 𝐴 , 
 
…, 
 
𝐶 =  𝐶 + (−1)[ℎ , ℎ , … , ℎ ] 𝐴 , 
 

𝐶 =  [ℎ , ℎ , … , ℎ ], 
 
 𝐴 =  ℎ ℎ … ℎ + ℎ ℎ … ℎ + ℎ ℎ ℎ … ℎ + …

+  ℎ ℎ ℎ … ℎ , 
…, 
 
𝐴 =  ℎ + ℎ + ⋯ + ℎ .(8)             
 
In (8) thefactors 𝐴 , 𝐴 , … 𝐴  are thewell-known 
Newton’s symmetrical functions and the square 
brackets factor, common to all 𝐶 , here equals to: 

[ℎ , ℎ , … , ℎ ] =
𝐻(ℎ )

∏ ℎ − ℎ,

                     (9) 

 
Having computedthe coefficients𝐶 , the CH proceeds 
computing the check value𝑉 =
𝐻(𝐶𝐾 || 𝐼𝐷  || 𝑇 ).Finally, he distributes to the 
𝑛cluster membersthe new key parameters by 
broadcastingsigned themessage 𝑀including new 
coefficients𝐶 (𝑖 ≠ 0), the tag𝑉and the timestamp 𝑇, 
as in (10). 
 
  𝑀 = (𝑍 , 𝑉, 𝑇, 𝐶𝑛, 𝐶

𝑛−1
′ , 𝐶𝑛−2

′ … , 𝐶1
′ )(10) 

 
In contrast to (3), the message𝑀in (10) is signed and 
does not include the real identity 𝐼𝐷  of the 
Chairman. 
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4.2.4. Key Recovery phase  
Each session member 𝑈 that receives the broadcast 

message 𝑀enters the key recovery procedure to 
compute the CK with modular integer operations. 
Only legitimate users 𝑈 ∈  𝐵 (i.e., those network 
nodes who have already established a pair-wise 
secret𝑘  sharedwith the CH)can recover the same 
CK after performing the following steps:   

Step1.𝑈 verifies the expiration of the received  
timestamp𝑇and, if invalid, 𝑈  terminates the 

recovery process, otherwise proceeds to Step2.   
Step2.𝑈 computes on ECC the pair-wise key 

shared with CH as 𝑘 = 𝑥 𝑄 .  
Step3.𝑈 computes the hash value ℎ =

𝐻(𝑘  || 𝑍  || 𝑍 || 𝑇 )and solves arithmetically CK 
from the following equality: 
 

𝐻(ℎ ) = 𝐶 (ℎ ) + 𝐶 (ℎ ) + ⋯ +

𝐶 ℎ + 𝐶  𝑚𝑜𝑑 𝑝 ⎯⎯  𝐶𝐾 = 𝐶 = 𝐻(ℎ ) −

𝐶 (ℎ ) − 𝐶 (ℎ ) − ⋯ − 𝐶 ℎ   𝑚𝑜𝑑 𝑝. (11) 
 
Step4.Finally, 𝑈  checks the validity of the derived 

CK,as in [6],by verifying: 
 

𝐻(𝐶𝐾 || 𝐼𝐷  || 𝑇 ) = 𝑉.              (12) 

5. Performance analysis 

Table 1 comparesthe computational cost of 
authenticated and symmetricd-CKDSwith that of 
ECDLP-based, symmetric, unauthenticated and 
staticCKDS [3-6] and also with that of 
authenticatedGKA schemes which are dynamic 
andasymmetric [17-20]. 

 
 

Table 1 – Comparison of computationcosts 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

 
Also Table 1 includes the pairing-free anonymous 
scheme of [21] shown with 4𝑛 EC point additions. 
Polynomial computations are done in𝑍∗ . The 
notations we use are: 𝑇  is the time to generate a 
random integer; 𝑇  is the time to perform a point 
multiplication on the EC;𝑇 is the time to compute the 
hash function 𝐻( )over an integer; 𝑇 is the time to 
construct the Lagrange interpolation polynomial 
according to (1); 𝑇 is the time to construct the 
Newton interpolation polynomial according to 
(7);𝑇  isthe time to compute modular 
exponentiation which can be considered to be eight 
times a 𝑇 ;𝑇  is the time to compute modular 
integer multiplication. 𝑇 is the time to compute a 
bilinear pairing operation which can be considered to 
be three times a 𝑇 .  

Table 1 shows thatd-CKDS is comparable 
todynamic GKA protocols. Table 1 also clearly 
shows that significant computational overhead is 
imposed in the case of ID-based (certificate-less) 
dynamic GKA schemes [17-20] that use expensive 
asymmetric bilinear pairings. On the other hand, the 
symmetric CKDS exhibit icreased𝑇 overhead. 
Also, eachd-CKDS membergenerates an additional 
random pseudonym𝑍 which is of small overhead. 
The total number of EC point multiplications in [6] 
are less than in d-CKDS because of the short-term 
key-pairs. Also, note that in [18],in addition to the 
operations of Table 1,each simple member performs 
three digital signatures and 𝑂(𝑛) signature 
verifications. 

 
Table 2 – Comparison of storage cost. 
 
Phase 

        Scheme  

[6] Kim  d-CKDS 

SI  𝑛2 ∗ 𝑄  𝑛 ∗ 𝑄  

KD (𝑛 − 1) ∗ 𝑘  (𝑛 − 1) ∗ 𝑘  

 
GKA 

Computational Time      

𝑇  𝑇  𝑇  𝑇  𝑇   𝑇   

[3]T-J − 1(CK) 𝑂(𝑛 ) − 3𝑛 − 1      2𝑛 − 1  
[4]YCH 2𝑛 − 2 2(c , CK) 2𝑛 − 1 − 3𝑛 − 2   
[5]LLL 2𝑛 − 2 1(c ) 2(𝑛 + 1) −    
[6]KIM 2𝑛 − 2 − 𝑇  𝑂(𝑛 ) − 3𝑛 −  

d-CKDS 3𝑛 − 2 2𝑛 𝑇  𝑂(𝑛 ) − 3𝑛 −  

[17]Kon 2𝑛 + 𝑛  𝑛 − 5𝑛  −  

[18]Zhao 𝑛 − 𝑛 − − −  4𝑛  

[19]Asgka 2𝑛   −  3𝑛  2𝑛 + 2𝑛  

[20]Zhang 5𝑛 + 2    4𝑛  𝑛 + 5  

[21]Kumar 9𝑛 + 4𝑛  −    − −  −  
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RD (𝑛 − 1) ∗ 𝑘  (𝑛 − 1) ∗ 𝑘  

 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
Table 2 compares the storage cost between [6] and 
our proposed scheme. The cost is calculated across 
the 𝑛 session nodes in terms of the number of public 
keys 𝑄 and the pair-wise session keys that must be 
held in memory in order the group nodes to be able to 
calculate the shared CK.  

Note that in [6] it is assumed that the Chairman 
(starting with Session Initiation phase), and also each 
other session node,to perform the key computations 
needs to have available in the permanent storage the 
long-term keys of all the rest participants. On the 

contrary, in our scheme the self-created public keys 
are only temporarily stored and exchanged 
betweenthe session nodes and the Cluster Head. 
Those keys are finally deleted from the 
nodes’memory which yields significant saving in 
thetotal storage requirements.   

Table 3 compares the communications cost in 
terms of the number of broadcastrounds and the total 
number of transmitted unicast and messages. 
 

Table 3 – Comparison of communicationscost. 
 
CKDS 

Messages  

Broadcasts    Unicasts 

[3]T-J       1 − 
[6]Kim 1 − 
d-CKDS 2 𝑛 − 1 
[17]Kon       1 2𝑛  
[18]Zhao       3    11𝑛 
[19]Asgka       1     𝑛 + 𝑛 
[20]Zhang       1    𝑛 + 𝑛 
[21]Kumar 5𝑛 − 1(total) − 

 
Table 3 shows thatd-CKDS, though designed for 

dynamic network conditions, imposes a small 
overhead of only one additional round,when 
comparedto symmetric static schemes [3] and [6] and 

Table 4 – Comparison of security properties (NKC: no key control, B-F: backward-forward secrecy). 

 
 
 
 
 
 
 
 
 
 
 
tothe dynamic and asymmetric schemes [19] and 
[20]. 

 

 

 

6. Security analysis 

The schemewe propose here follows well-defined 
cryptographic assumptions, namely: 

 the intractability of computing the ECDLPand of 
the DecisionalDiffie-Hellman problem (DDH),  

 the hardness of inverting  the one-way hash 
function 𝐻( ), and 

 therandomness of the user pseudonyms.  

Because the wireless devices usually have 
restricted processing, memory and transmission 

 
CKDS 

Security Properties                                          Attacks  

Anon.   NKC      PFS         B-F       Silent      Con/cy    Replay  Impersonation  
[6] partial            

d-CKDS    

[21] partial  -              

[17]              Y   

[19]        partial -   

[20] Y -  
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capacity, we uselow-cost Elliptic Curve 
Cryptosystem to generate key-pairs per 
clustermember. Each member𝑈 ∈  𝐵 dynamically 
generates a key pair(𝑥 , 𝑄 ). The secret key 𝑥 ∈
[1, 𝑝 − 1]must be kept protected inside the node. The 
public key 𝑄 is unicasted to the CH signed, as 
described in our Session Initiation phase.   

The security properties that we consider to be 
essential for GKA schemesin dynamic networksare: 
complete anonymity (we utilize random pseudonyms 
per each session and we expose no identity in 
protocol messages), key secrecy (our CK 
computation is based on pair-wise keys which are 
temporal ECDH keys that are deleted upon 
termination of each session), perfect forward secrecy 
(our computation of CK does not depend on long-
term private keys, but instead depends on short-term 
keys) andgroup backward-forward secrecy. 

Our scheme satisfies backward-forward secrecy, 
since when a node leaves the cluster, the CK is 
refreshed by the CH using (7). The simple cluster 
member that left, even if he retains knowledge of the 
previous CK and the polynomial coefficients, he 
cannot, in any way, compute the new CKor the new 
coefficients because he can obtain no knowledge of 
the rest pairs{ℎ , 𝐻(ℎ )}, unless he breaks the 
ECDLP.  
    The same holds in the case a simple wireless node 
joins the group;he has to contribute a new public 
share   
but he cannot derive the previous 𝐶 using (8), since 
he cannot obtain any information regarding ℎ of the 
rest cluster members, unless he breaks ECDLP or 
succeeds in brute-force attack, which is hard.In the 
case that the node that joins or leaves the cluster is 
Cluster Head, the d-CKDS session has to be 
restarted. In the case that key confirmationis required, 
the simple members can unicast to the CH a 
validation tag, for example, the MAC value of some 
fresh information keyed with the session’s recovered 
CK.  

Table 4 shows which of those security properties 
are satisfied by [6],d-CKDS and the more recent 
GKA [17-19]. Also, Table 4 shows the attacks that 
each protocol can withstand. In the next paragraphs 
(and in next Section’s Use Case) we will discuss the 
resistance ofd-CKDS in the representative attack 
scenarios that we will provide. 

6.1. Silent attack 

Assume a passive external attacker who tries to 
reveal the common shared secret CK, after having 

captured message M. The eavesdropper should have 
first to compute a valid pair {ℎ , 𝐻(ℎ )} and then try 
to recover CK based on the knowledge of the 
Lagrange coefficients intercepted in message M. But 
to compute the hash value 
ℎ = 𝐻(𝑘  || Z  || Z  || 𝑇 ), the external 
attacker should have to obtain the pair-wise key 𝑘  
which in turn is derived from the private random 
integer𝑥 .  Therefore, the eavesdropper should have 
either to solve the ECDLP or brute force the whole 
space used to generate the nodes’ random keys, 
which is hard.  

6.2. Breaking anonymity attack 

In the previous referenced CKDS schemes [3-6] 
the intruders (legitimate session members 𝑈 ∈ 𝐵 
who share a pair-wise key with Chairperson and have 
already recovered CK) are given the opportunity to 
brute-force the ℎ = 𝐻(𝑘  || 𝐼𝐷  || 𝐼𝐷 || 𝑇 ) || 𝑚 to 
reveal the real identity of another session member or 
even his session key 𝑘 . By definition, that could 
break the anonymity of the system (knowledge of 
which group identity holds a specific key).  

On the contrary, in our d-CKDS it is infeasible to 
find the real identity of another member in the group, 
since node identities are not included at any stage of 
the key computations. In more detail, during our Key 
Distribution and Key Recovery phases, the CH and 
the session members compute hash values which 
include their random pseudonyms. Hence, anonymity 
is reinforced in our scheme.  

6.3. Conspiracy attack 

Consider that a number of legitimate nodes 𝑈 ∈  𝐵 
who have previously recovered the CK, are intruders 
who collaboratively try to find the session keys 
shared amongst the Cluster Head and the rest 
legitimate session members. In case these conspiracy 
attackers succeed in revealing 𝑘 , they could forge a 
new CK or even try to reveal group identities. 
Knowledge of the private key𝑥  (𝑜𝑟 𝑥 )  of another 
session member (victim) would indeed allow 
computing the pair-wise session key 
𝑘 (𝑘 ). However, in order to find the pseudo-
random coordinates of another node, the intruder 
needs either to solve ECDLP or brute force the 
[1, 𝑝 − 1] space.  

On the other hand, in the case that the attackers 
tried to reveal 𝑘  without having 𝑥 , they should 
have to brute force the hash function 𝐻( )in order to 
guess 𝑘 from ℎ . But again,  in [6], and in our d-
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CKDS, the ℎ values are not distributed by the 
Chairperson to any of the session members. That is 
more secure than the Yang-Chang-Hwang scheme [4] 
in which the conspiracy attackers can compute the 
rest ℎ  (since they know linear curve’s coefficient 
𝑐 , ℎ  𝑎𝑛𝑑 CK) and then can launch brute-force attack 
against the one-way function in order to obtain 𝑘  
(or even 𝐼𝐷 ).  

6.4. Impersonation attack 

Suppose an active external attacker 
whointerceptsthe message 
𝑀 = (𝑍 , 𝑉, 𝑇, 𝐶 , 𝐶 , … , 𝐶 )and tries to replay 
this message with the aim to impersonate the Cluster 
Head. If succeeded, he would be able to compromise 
the protocols in the ad hoc network. For example, as 
we will see in the next Section, the active attacker 
could try to corrupt the protected voting procedure 
and mislead the rest cluster members by 
impersonating the CH.  

To achieve that, the external replayattacker should 
have to set an acceptable timestamp 𝑇′ and forge a 
new check value 𝑉′ = 𝐻(𝐶𝐾|| 𝐼𝐷  || 𝑇′) so that the 
session nodes can verify the validity of 𝑇′ during the 
Key Recovery phase. However, the attacker cannot 
forge a valid check value𝑉 and a valid CK without 
knowing 𝑘  and, hence, without knowing the one-
time private key 𝑥 from 𝑄 . But to obtain 𝑥 from 𝑄  
is equivalent to solving the ECDLP. Therefore, 
theactive external attacker cannot obtain any 
advantage by replaying message 𝑀 and thus he will 
not be able to decrypt group messages with the valid 
CK.  

In the case that the impersonator isa session 
member, who hasalready recovered the shared CK he 
could re-broadcast the message 𝑀.Nevertheless, in d-
CKDS the transmitted messages are digitally signed 
and the members are mutually authenticated with the 
CH. In effect, a malicious member to impersonate the 
Chairman and mislead the members, should have to 
compute the CH’s signing key solving the DLP (or 
the ECDLP) which is hard. Even if the long-term 
signing keys are compromised, no information is 
revealed regarding the computation of the CK.  

We note that the impersonation attack was not 
tackled in any of [3], [4], [5] and [6]. 

7. Use Case: d-CKDS in MANETs 

In this Section, we showcase how the proposedd-
CKDS can be utilised to protect the re-structuring of 

infrastructure-less clustered MANETs with a fresh 
and rapidly established CK. Especially, we will 
integrate group key agreement and re-
clustering,which is an ad hoc procedure,initiated in 
MANETs when certain application-dependent criteria 
necessitate to change the existing set of CHs in the 
network.  

We assume here that the re-clustering will be 
triggered when the current CH decides to leave the 
MANET cluster with high speed. In this case, the 
CH, who still holds the Chairman role, has to be 
substituted. To achieve that, the CH initiates secure 
and anonymous voting and the cluster members elect 
their new local CH with majority-based agreement. 
The member votes are unicasted to the CH 
encryptedwith the recovered CK who decrypts and 
tallies the votes. 

In some more detail, each wireless node that 
participates in the re-clustering 
protocol,periodicallybroadcasts hellomessages. 
Thehellos are utilised a) to assess the cluster 
membership and b) to provide the necessary 
information that a listening member needs to 
calculate the value of a decision variable 
𝑆 . Thisdecision variable represents the suitability of a 
cluster member i to become the new local CH.  

We assume for simplicity here that the hellos 
include values of only two normalised parameters, 
namely the node connectivity degree 𝑑 and the 
relative velocity𝑣 of each one-hop neighbour (the 
relative velocity 𝑣 can have positive and negative 
values). Those two parameters are weighted by the 
nodes using coefficient α, as in (13). 
 

𝑆 = 𝛼 ∙ + (1 − 𝛼) ∙  (13)   

The neighbour with the maximum value of 𝑆  
constitutes the candidate CH, opinion for the new 
local CH that each node will vote for. This 𝑆  identity 
is sent to the current CH who will tally the 
votes.However, by piggybacking thed-
CKDSkeyparameters in the voting messagesof the 
election procedure, the cluster members can recover 
the CK and use it to send their votesencrypted. 

In the following steps we describe how a new CH 
is elected securely and with anonymity when the 
current CH has to leave the cluster due to mobility. 
 
Step1: The current CH will move out of the cluster 
with large speed and initiates the secure re-clustering 
procedure. 
Step2: The CH enters thed-CKDS Session Initiation 
phase and broadcasts signed the“Init” message, 
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including his pseudonym andstarting 
aDH_Timer.While DH_Timer has not been expired, 
the CH receives signed the“DH_responses” returned 
from the cluster members, performs the necessary 
validationsand stores theirvalid ECDHkeys. Note that 
because of the mutual authentication we use between 
the CH and the members, it is hard for an external to 
the group attacker to intervene in the d-CKDS 
Session Initiation phase and supply an illegitimate 
public share(and pseudonym) in order to distort the 
computation of the group’s CK.Also note that in d-
CKDS no ℎ  or 𝑦 values are contributed in the 
member unicasts to the CH, so that no brute-force 
attack can be launched. 
Step3:The CH enters the d-CKDS Key Distribution 
phase. Hecomputes the pair-wise session keys 
𝑘 shared with each one of the authenticated cluster 
members and,afterwards,he computes the members’ 
curve points and the interpolation polynomial 
coefficients 𝐶 . Then the CHbuilds, signs and 
broadcasts the message 𝑀asshown in (10) and starts a 
Voting_Timer. Because we use signature under the 
private key of the CH, it is hard for a possible 
malicious member to impersonate theCH to the rest 
legitimate members. 
Step4: On reception of message 𝑀, each legitimate 
cluster member, authenticates the CH and runs the 
CK recovery operations. Note that on reception of the 
“Init” message (previous Step2) each cluster member 
had already started the candidate node selection 
procedure to identify the nodethat will be his voteas 
for the local Cluster Head. This vote will be unicasted 
to the current CH ina suitable “Vote_Response” 
message, including the signature of the message. In 
our case, the “Vote_Response” message is unicasted 
to the CH encrypted with the recovered CK.  
Step5: Upon expiration of theVoting_Timer, the CH 
stops collecting the “Vote_Responses” and starts 
processing them, first by checking if duplicate votes 
have been received from the same pseudonym. If a 
duplicates exist, CH drops theseresponses, otherwise 
decrypts the encrypted votes using the shared CK and 
adds the votes for thecandidate nodes in suitable 
Voting_Table that he holds in memory. 
Step6: The CH tallies the votes stored in the 
Voting_Tableand that cluster member with the 
maximum number of votes will be the new CH. The 
current CH broadcasts suitable “CH_Announcement” 
message including the identityof the new CH. 
Step7: Upon reception of the “CH_Announcement”, 

each cluster member unicasts to the new CH suitable 
“Registration” message (including hisidentity) to 
affiliate with the new local CH. 
Step8: The new CH unicasts suitable “Confirmation” 
message to each registered node. 
Step9: The old CH leaves the session and moves out 
of the cluster’s range. 
Step10:The new CH initiates a new d-CKDS session. 

8. Conclusions and future work 

We showed that, by applying appropriate 
modifications, the CKDS with Chairperson can be 
completely anonymised and further secured. Also, 
with necessary adaptations, the ECDLP-based CKDS 
presented in [6] can be ported to the dynamic 
MANET environment in order to establish a shared 
symmetric key for secure communications amongst 
the mobilewireless ad hoc nodes.  

The proposed d-CKDS is an application-level 
anonymous group key agreement protocol which can 
be compared (performance-wiseand security-wise) to 
other dynamic group key agreement protocols which 
have been designed and developed for wireless ad 
hocnetworks. Thus,d-CKDS can be used as an 
alternative solution when the dynamic network 
conditions demand for rapid group-key 
establishment. 

In our future work we intend to test the security of 
the proposed d-CKDS by exercising our attack 
scenarios in aheterogeneous test-bed environment 
comprised of tiny sensors, robust Cluster Heads 
(smart phones or laptops) and Internet gateways 
(micro-servers). The implementation of our four-
phase design with carefully chosen ECC libraries will 
allow to test, evaluate and optimise the performance, 
effectiveness and efficiency of the proposed CKDS 
scheme. 
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