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Abstract—The operational environment of modern electronic
systems may include multiple frequency electromagnetic dis-
turbances. However, immunity measurements usually employ
single frequency continuous waveforms (i.e. single-tones). The
performance of two oscillator circuits with different topologies
(one simulated and one measured) were used as case studies to in-
vestigate immunity to simultaneous single-tone disturbances (i.e.
multitones) using probabilistic Bayesian network models. For the
multitone analysis, the noisy-OR model was first used to identify
the type of causal interactions between simultaneously occurring
single-tones. Probabilistic theories derived from the recursive
noisy-OR model, which inherits the independence assumptions
of the noisy-OR and any known causal dependence between
simultaneously occurring single-tones, were then used to predict
the probability of higher order multitone failures. For the two
case studies, the probability of three-tone failures was estimated
using the single-tone and two-tone failure probability values. An
improved adaptive recursive noisy-OR model was also proposed
to overcome the practical difficulties of obtaining multitone
failure probabilities, from either simulations or measurements.

Index Terms—Bayesian networks (BN), electromagnetic inter-
ference (EMI), failure probability, multitone immunity, noisy-OR,
recursive-noisy-OR (RNOR), synergistic effect.

I. INTRODUCTION

THE electromagnetic (EM) immunity of integrated cir-
cuits (ICs) plays an important role in maintaining the

functional performance of electronic systems in harsh EM
environments. For a given failure criterion, the probability
of IC failures can vary depending on the frequencies of the
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coupled EM disturbances, as well as other external factors such
temperature and humidity. Currently, IC immunity to radiated
and conducted EMI is assessed using single frequency contin-
uous waveforms [1] (i.e. single-tones) . In practice, however,
the EM environment may include multiple disturbances that
could occur simultaneously.

The significance of investigating the effect of two or
more simultaneously occurring single-tone disturbances, i.e.
multitone EMI disturbances [2], [3] and its benefits [4] are
well known. For multitone disturbances, potential for inter-
modulation effects should also be considered [5], [6]. The
international standard IEC 61000-4-3:2020 [7] now includes
verification with multitone disturbances, although the main
purpose here is to reduce the overall test time. Nevertheless,
for a risk-based approach [8], multitone testing may potentially
be more representative of real-world EM environments.

The main challenge of multitone immunity analysis is the
potentially infinite number of single-tone combinations that
can be considered. For multitone measurements, however, the
number of simultaneous tones that can be used is limited
due to amplifier saturation. Consequently, simulation offers
a more practicable approach to investigate relatively large sets
of tone combinations, as well as higher orders of multitone
disturbances.

In the past, statistical models have been used to analyse the
immunity of integrated circuits with respect to single-tone EMI
[9], [10]. More recently, probabilistic graphical models, such
as Bayesian networks (BN), have been used in applications
such as the analysis of intentional EMI threats [11], [12].
This paper discusses the application of well-established prob-
abilistic models and theories for two main purposes. Firstly,
to identify the type of causal dependence between simulta-
neously occurring single-tone disturbances and its impact on
the component’s probability of failure due to EMI. This is
achieved using the well-known noisy-OR model [13], which
assumes causal independence to calculate the probability of
multitone EMI failure. Secondly, to overcome some of the
practical difficulties of obtaining multitone EMI failure data,
use of the recursive-noisy-OR (RNOR) [14], and its descen-
dants, the adaptive-RNOR (ARNOR) [15] and the extended-
RNOR [16] are considered. In common, these theories inherit
the independence assumptions of the noisy-OR model and
can include any available causal dependence information to
calculate higher-order multitone failure probability. This paper
provides the theoretical framework for a BN-based analysis of
multitone immunity, which is illustrated and validated using
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numerical simulation results for a current starved voltage
controlled oscillator (CSVCO) circuit subjected to up to three
simultaneous EM disturbances at different frequencies. In
addition, application of the probabilistic models to analyse
the measured multitone immunity performance of a different
circuit, a ring oscillator (RO), is also outlined. A more exten-
sive investigation of measured multitone immunity using these
techniques is provided in [17], which also takes account of
thermal impacts on multitone immunity.

The paper is organized as follows. The functional descrip-
tion of the CSVCO used for the first case study, including
its failure criterion and the simulation of EMI noise samples
considered for the multitone immunity analysis, are discussed
in Section II. The probabilistic models are discussed in Section
III and illustrated with suitable examples from the simulation
results of the CSVCO circuit in Section IV. In Section V, a
new probabilistic model is proposed, the improved-ARNOR
(I-ARNOR), which is found (using simulations results) to in-
crease the mean prediction accuracy of estimates for the prob-
ability of higher-order multitone EMI failures when compared
to the existing methods. The improved prediction accuracy of
the I-ARNOR model is also confirmed in Section VI, using
experimental data collected for the second case study based
on the multitone immunity performance of a different (RO)
circuit. Finally, Section VII summarises the conclusions.

II. CASE STUDY A - SIMULATED DATA

A current-starved voltage controlled oscillator (CSVCO)
[18] circuit was chosen as a case study for the multitone
immunity analysis. It is important to note that several practical
factors limit the reliability of measurements of multi-tone
immunity performance for such devices, including trade-off
between the oscilloscope resolution and acquisition time of the
output signal, cable losses, temperature variations, and the lim-
ited bandwidth of the currently available arbitrary waveform
generators. In particular, for experimental monitoring of VCO
circuits with high output frequencies with minimum parasitic
filtering effects (i.e., due to the output pad capacitance), a
frequency divider (FD) has to be used (as shown in Fig. 1).

For multitone disturbances, the inter-modulation products
(with much higher frequencies than the expected output fre-
quency of the oscillator) not only play a very vital role
in determining the circuit performance but are also prone
to the filtering effects of the FD. An earlier study [19],
the simulated multitone immunity analysis of two different
integrated oscillator designs (including the CSVCO used in
the current study), using data collected both before and after
the FD circuit, indicate that the FD is expected to have a
significant impact on practical measurements. In real-world
applications, however, the FD is not used.

As simulations allow most of these factors to be either
excluded or accounted for, computational models were used
for this study instead of experimental measurements to gain
greater insight and reliability for the validation of probabilistic
models for multitone immunity analysis and performance
prediction.

A. Model Description

A VCO is generally used to drive internal blocks such
as phase locked loops. The PETER ESEO IC is designed
to be manufactured in silicon-on-insulator CMOS 5 V using
180 nm technology kit, provided by the XFAB foundry [20].
The function of the CSVCO is to provide an output voltage
at a nominal frequency of F1 = 703 MHz, for a given control
input VC = 1.8 V and isolated supply voltage VDDI = 5 V.

The IC, consisting of various independent analog circuits, is
surrounded by a padring which includes electrostatic discharge
protection structures to both the supply and ground rails
(Fig. 1). The global power supply (VDD = 5 V) is connected
to the feeding ports VO, VR, & V5 to power up the padring
and the digital blocks with reduced noise coupling. Hence, to
isolate the global feeding ports from injected EM disturbance,
an isolated biasing supply VDDI that powers up the CSVCO
circuit was used.

The circuit was designed using Cadence Virtuoso, a com-
mercial software tool that is widely used in the industry to
design ICs, and the immunity simulations were carried out
using Spectre [21]. The package chosen for this research chip
is a ceramic quad flat package. It was modelled using the IC-
EMC software [22], which helps in representing a realistic
package model through lumped parasitic elements.

The EMI simulations, using the setup shown in Fig. 1,
allowed for up to three sinusoidal waveforms to be injected
into VDDI , which provides biasing to the CSVCO only. A
virtual voltage probe was placed before the FD to accurately
monitor the voltage fluctuations without the filtering affects
caused by the FD, output pad and package. For single-tone
simulations the amplitudes of tones 2 and 3 were set to 0 V,
and for two-tone cases the amplitude of tone 3 was set to 0 V.
The pins VC and VDD, were assumed to be isolated from EMI.
Each simulation represented a period of 1 µs, and the EMI
noise was added to the input supply after the initial transient
response time of the IC (300 ns). This was the minimum time
required for the output voltage of the CSVCO to stabilize.
The fast Fourier transform at discrete-time steps (1.4 –1.5
ns) was applied using the Cadence SKILL mode function to
obtain the output frequency under EMI conditions, FE , for
each respective time-step over the 700 ns steady-state period.
Hence, 466 to 500 time-steps were collected for each EMI
simulation, which took around 6 minutes, including set-up, on
a high-performance workstation.

The frequencies for the multitone simulations were selected
from the range 50-950 MHz as this CSVCO design was found
to be susceptible in this band in an earlier study [20] and is
within the frequency scope of [1].

B. EMI Failure Criterion

The immunity of the circuit was determined by comparing
FE , with respect to Fi. For the CSVCO, Fi = F1. The relative
deviation of FE from the desired Fi, is then calculated as a
percentage using:

∆F = 100 ∣FE − Fi

Fi
∣ (1)
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Fig. 1. Multitone EMI simulation setup for the CSVCO circuit.

The CSVCO is considered to have failed every time ∆F
exceeds the acceptable tolerance of ±5%. The probability of
failure due to EMI is then estimated by dividing the number
of such failures by the total number of time-steps under EMI.

C. Single-Tone EMI Simulations
An initial set of single-tone EMI simulations were carried

out at frequency values that were uniformly distributed in the
range of 10 MHz to 1 GHz with a step size of 10 MHz.
The peak-to-peak amplitude was 2 V, to avoid exceeding the
immunity requirement of [1] with up to three tones, and the
initial phase was zero. For single-tone EMI, the impact of
the initial phase is negligible if the monitored time period
encompasses multiple EMI cycles.

Sample results (for arbitrarily selected frequencies) are
illustrated in Fig. 2, for 450 MHz, and in Fig. 3, for 800 MHz.
The dashed red lines in these plots indicate the tolerance limits,
i.e. (±5% of F0). Using the failure criterion, the probabilities
of EMI failure at 450 MHz and 800 MHz were determined to
be 65.33%, and 54.02%, respectively. Due to the non-linear
behaviour of the VCO circuit, FE varies over the duration
of the steady-state EMI response. This effect can be seen in
Figs. 2–3, which exhibit minor variations in the VCO output
frequency between successive cycles of the EMI.

Using the failure criterion (1), the probability of EMI failure
estimated for each of the single-tone simulations is shown
in Fig. 4. The results may vary if different amplitudes are
considered, but for this paper the amplitude is considered
constant.

D. Multitone EMI Simulations
For multitone analysis, the total number of non-repeating

combinations N(n, r) for n frequencies and multitone distur-
bances up to order r can be calculated using:

N(n, r) = n!

r!(n − r)!
(2)

where, m! denotes the factorial of an integer m. Hence it can
be seen that the number of combinations can rapidly become
unmanageable as n and r increase.

For the purposes of a practical illustration, limiting the

Fig. 2. VCO output for single-tone disturbance at 450 MHz.

Fig. 3. VCO output for single-tone disturbance at 800 MHz.

Fig. 4. Probability of VCO failure due to single-tone EMI
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number of frequencies to n = 15 and the multitone order to
r = 3 results in a requirement for a total of 575 simulations,
comprised of 15 single-tones, as well as 105 two-tone and 455
three-tone frequency combinations.

A generalized expression (i.e. including single-tone) for the
waveform of a multitone disturbance of order r ∈ {1,2,3} is:

V (t, r) = A
r

∑
k=1

sin(2πfkt + ϕk) (3)

where A represents the 2 V amplitude of each of the tones
and the initial phase, ϕk, was ϕ1 = 0 for single-tones (i.e.
k = 1) and to reduce the number of simulations for this study,
a random initial phase value was assigned from the range
0 < ϕk < 360°for each superimposed tone (i.e. k>1). Nonethe-
less, the initial phase difference between simultaneous tones
can have an impact on the multitone EMI failure probability
values. The results shown in Fig. 5, for three sample two-tone
disturbances ({450,800}, {50,600} and {750,900}) illustrate
the failure probability for various initial phase difference
between the pairs of tones (indicated using circles) as well
as the mean values (dashed lines).

An example of the output frequency FE over time is illus-
trated in Fig. 6 for the two-tone {450,800}, which contains
the single-tones of Figs. 2–3. In order to understand the
interactions that produce the multitone results it is necessary
to introduce probabilistic models.

III. PROBABILISTIC MODELS

A. Limitations of Multi-Causal Analysis

In many real-world applications, the causal relationships
between multiple causes and a common effect are visualized
using probabilistic graphical models called the Bayesian net-
works (BN) [23]. The BN shown in Fig. 7 consists of n causes
{C1,C2, ...,Cn}, each of which can individually lead to a
common effect E. The nodes in Fig. 7 are binary variables,
such that Cn = {cn, c̄n} denotes the presence (cn) and the

Fig. 5. Impact of initial phase difference between multitones on probability
of EMI failure.

absence (c̄n) of a cause n. Similarly, E = {e, ē} denotes the
effect being observed and unobserved, respectively.

For a complete BN [23], the conditional probability distri-
bution (CPD) table corresponding to graphical node E need to
be filled with 2n entries. Each of these entries correspond to
the probability of observing the effect given a subset of causes
that are present. Any inference for the multi-causal analysis
can be made only if all the probability values are provided.

For example, the case n = 2 requires four probability
entries for node E: P(e∣c1, c2), P(e∣ c1, c̄2), P(e∣ c̄1, c2) and
P(e∣ c̄1, c̄2). Since the number of CPD entries for observing
the effect increases exponentially with the number of causes,
it becomes impractical to provide the probability entries cor-
responding to every possible combination of causes.

As a shorthand in this paper, the CPD for node E is
expressed by including only the causes that are present, i.e.,
P(e∣ c1, c̄2) is simply written as P(e∣ c1).

B. Application to Multitone Immunity

Similar problems may arise during multitone immunity
analyses if we consider each frequency resulting in a single-
tone disturbance as an individual cause, and the component
failure due to EMI as the effect. For instance, the total
number of CPD entries required for 15 frequencies is 215 =
32,768, and this increases to 1,048,576 entries for an additional
5 frequencies. In addition, varying the relative amplitude,
polarization, initial phase etc. of each tone will further increase
the number of possible multitone combinations exponentially.

Fig. 6. VCO output for two-tone disturbance at frequencies {450,800}MHz.

Fig. 7. Graphical model to map the causal relationship between multiple
causes and a common effect.
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Consequently, making a comprehensive multitone analy-
sis using measurements is impracticable, but simulation can
potentially provide a more convenient alternative. However,
simulation also becomes computationally intensive, time con-
suming, and ultimately impracticable for large numbers of
frequencies. Nonetheless, there are potential solutions that
have been proposed to overcome the limitations of such multi-
causal BN analysis, which are discussed further below.

C. Noisy-OR Model

The so-called noisy-OR model [13] was introduced to over-
come the limitations of exponential probability assessments
in causal BNs. According to this model, if the causal mech-
anisms of simultaneously occurring causes (e.g., multitones)
are independent of each other, then the probability N (e∣x) of
observing the effect E (e.g., EMI failure) given any subset x
of up to r simultaneously occurring causes is:

N (e∣ x) = 1 − {(1 − λ)
r

∏
k=1
[1 −P(e∣ ck)]} (4)

where P(e∣ ck) represents the probability at which cause ck
(for k ∈ {1,2..r}) in x can individually lead to the effect,
and λ is the leak probability [24] of observing the effect in
the absence of all identified causes. It should be noted that,
using (3), only r probability entries, P(e∣ c1) to P(e∣ cr), are
required to complete all the CPD entries for node E.

For multitone immunity analysis, if the failure probability
due to n single-tones are known, then the probability of
EMI failure for any r-tone combination can be determined
using (4). However, causal independence is questionable for
the estimation of multitone failure probability, and causal
dependence between multitones can have both positive and
negative impacts on the probability of multitone EMI failure.

D. Probabilistic Causality

To identify the nature of causal dependence between mul-
tiple causes, the available probability values can be com-
pared with those calculated from the noisy-OR independence
assumptions [14], [25]. Based on the comparison, causal
interactions can be classified either as positive causality or
inhibition.

1) Positive Causality: The causal interaction between mul-
tiple causes is said to have a positive causality [14], if the
probability of observing the effect (or failure) is higher than
the probability of each cause leading to the effect indi-
vidually. For example, two simultaneously occurring causes
{C1,C2} are said to have positive causality, if P(e∣ c1, c2) >
P(e∣ c1),P(e∣ c2). Note that, the probability values estimated
using the noisy-OR model, i.e., N (e∣ x) always satisfy the
positive causality condition if 0 < P(e∣ ck) < 1.

Causal interactions having positive causality can be further
sub-classified [14]–[16] as synergy when P(e∣ x) > N (e∣ x),
and interference otherwise. To avoid possible confusion with
EMI, the term asynergy is adopted in this paper instead of the
more widely used term interference.

2) Inhibition: In contrast to positive causality, multiple
causes may also counteract each others effects. The probability
of observing the effect is then smaller than the probabilities
of the individual causes leading to the effect.

E. Recursive Noisy-OR Model and Related Models

The recursive noisy-OR (RNOR) [14] was introduced to
achieve more accurate construction of the CPD tables. To cal-
culate the CPD entries, the RNOR rule inherits the causal inde-
pendence assumptions of the noisy-OR model and any known
causal dependence information between multiple causes that
is available. The RNOR rule is given as:

R(e∣ x) =

⎧⎪⎪⎪⎪⎪⎪⎪⎪⎪⎨⎪⎪⎪⎪⎪⎪⎪⎪⎪⎩

P(e∣ x),
if available

1 −
r−1
∏
k=0
[ 1 −R(e∣ x ∖ {ck+1})
1 −R(e∣ x ∖ {ck+1, cmod (k+1,r)+1})

],

otherwise
(5)

where, the symbol ∖ denotes set subtraction and mod(m,n)
denotes the modulo operation on integers m and n. Use of
the modulo function requires an index running from 0 in the
product, but the resulting indices are incremented by 1 to main-
tain consistency with the cause numbering {C1,C2,C3}. The
RNOR rule simply reduces to the noisy-OR if no additional
information is provided.

There are two main drawbacks of RNOR rule. Firstly, it is
only applicable when positive causality is true. This is because,
in the case of inhibition, the probability values may lie outside
the range [0,1], thus violating the axioms of probability theory.
To avoid this, a method called the adaptive-RNOR (ARNOR)
rule has been introduced [15]. According to this scheme, any
probability P(e∣ x) identified as inhibition is simply replaced
with the noisy-OR N (e∣ x) value. The ARNOR rule is:

RA(e∣ x) =

⎧⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎨⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎩

P(e∣ x),
if available and x: positive causality
N (e∣ x),
if P(e∣ x) is available and x: inhibition
R(e∣ x)
otherwise

(6)

The second drawback of RNOR is that (5) loses its sym-
metry when the number of causes exceeds 3 (see [16], [26],
[27] for more details). Although not an issue in this work, the
extended-RNOR rule [16] can provide a solution to this.

IV. MULTITONE IMMUNITY ANALYSIS

In order to limit the number of multitone disturbancess, 15
frequencies were selected spanning the band 50-950 MHz, as
detailed in Table I, which also includes their corresponding
failure probabilities P(e∣x) for single-tone EMI. Samples of
the higher order multitone combinations and their associated
failure probabilities can be found in Table II for the two-tone
cases, and in Table III for the three-tone cases.
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From Tables I–III it can be seen that the failure probabilities
for the multitone cases can be lower or higher than the single
tone cases. Probabilistic models are needed to understand and
analyse these phenomena.

Based on the simulation results, the probability of EMI
failure was estimated for all of the two-tone and three-tone
combinations. As noted above, the interactions between si-
multaneously occurring single-tones can either lead to positive
causality or inhibition. For example, the individual probability
of failures corresponding to single-tone disturbances having
frequencies 50 MHz and 600 MHz are 0.849 and 0.904,
respectively (see Table I), whereas when these two tones were
superimposed fewer failures were observed (i.e., P(e∣50,600)
= 0.779), corresponding to inhibition. Here, the inhibition may
be due to the cancelling effect of the inter-modulation products
of the two frequencies.

Probabilities corresponding to no failure and complete fail-
ure were replaced with 0.0001 and 0.9999 (respectively) for
calculation purposes, and displayed in the tables as 0.0 and
1.0, respectively. This was done for two reasons; first, because
finite data-sets cannot guarantee that failures are impossible or
certain; and second, to avoid potential errors [14], [23] when
applying probabilistic rules.

The leak probability (λ) for all noisy-OR multitone prob-
ability estimates is set to zero, as the steady-state response
of the oscillator is always within the tolerable limits without
EMI.

A. Synergistic Effects Due to Multitone EMI

Since reduced probability of failure is more desirable,
inhibition is of less concern than positive causality. Multitone
interactions with positive causality can be identified simply
by checking whether the multitone failure probabilities exceed
their corresponding single-tone values. The EMI failure proba-
bility for the two-tone combination x = {450,800} (see Fig. 6)
was found to be higher than those due to corresponding single-
tones (see Figs. 2–3), indicating positive causality. This in-
creased probability for harmonically related frequencies could
be due to the individual or combined effect of the output fre-
quency of the CSVCO being locked to one of the frequencies
in the injected multitone disturbance and the inter-modulation
products adding up. However, further investigation of the
physical cause of the observed positive causality is beyond the
scope of this paper. Furthermore, for each interaction identified
to have positive causality, the difference [P(e∣ x) −N (e∣ x)]
identifies synergy if it is > 0, or asynergy otherwise. Using
the causal independence assumptions of noisy-OR (4), the
probability for the case x = {450,800}, is:

N (e∣ 450,800) = 1 − {(1 −P(e∣ 450))(1 −P(e∣ 800))}
= 1 − {(1 − 0.653)(1 − 0.540)} = 0.840 (7)

As [P(e∣ 450,800) − N (e∣ 450,800)] > 0, the interaction
between these two tones is found to be synergistic.

The degree of synergy (DoS) is proposed as a useful metric
for comparing relative changes in the probability of failure due

TABLE I
PROBABILITY OF EMI FAILURE DUE TO SINGLE-TONE DISTURBANCES OBTAINED FROM CASE STUDY A (CSVCO) SIMULATIONS

Single-tone
(MHz) 50 100 200 300 350 450 500 550 600 650 700 750 800 900 950

P(e∣ x) 0.849 0.902 0.9 0.854 0.790 0.653 0.679 0.805 0.904 1.0 0.010 0.309 0.540 0.593 0.614

TABLE II
PROBABILITY OF EMI FAILURE DUE TO TWO-TONE DISTURBANCES OBTAINED FROM CASE STUDY A (CSVCO) SIMULATIONS

Two-tone
(MHz)

50, 50, 50, 50, 50, 450, 450, 450, 450, 600, 600, 600, 750, 750, 800,
450, 600, 750, 800, 900, 600, 750, 800, 900, 750, 800, 900, 800, 900, 900,

P(e∣ x) 0.761 0.779 0.681 0.93 0.79 0.939 0.933 0.905 0.8 0.667 0.812 0.828 0.582 0.78 0.564
N (e∣ x) 0.948 0.986 0.896 0.931 0.939 0.967 0.761 0.840 0.859 0.934 0.956 0.961 0.682 0.719 0.813
DoS (%) -19.8 -20.9 -24.1 -0.1 -15.8 -2.9 22.7 7.7 -6.9 -28.5 -15 -13.9 -14.7 8.4 -30.6
Causality I I I A I A S S A I I I I S I

TABLE III
PROBABILITY OF EMI FAILURE DUE TO THREE-TONE DISTURBANCES OBTAINED FROM CASE STUDY A (CSVCO) SIMULATIONS

Three-tone
(MHz)

50, 50, 50, 50, 50, 50, 450, 450, 450, 450, 450, 600, 600, 600, 750,
450, 450, 600, 600, 750, 800, 600, 600, 600, 750, 800, 750, 750, 800, 800,
600, 800, 750, 900, 900, 900, 750, 800, 900, 900, 900, 800, 900, 900, 900,

P(e∣ x) 0.691 0.522 0.996 0.809 1.000 0.667 0.744 0.846 0.863 1.000 0.798 0.572 0.785 0.630 0.622
N (e∣ x) 0.995 0.976 0.990 0.994 0.958 0.972 0.977 0.985 0.987 0.903 0.935 0.970 0.973 0.982 0.871
DoS (%) -30.5 -46.5 0.6 -18.6 4.4 -31.4 -23.9 -14.1 -12.5 10.8 -14.7 -41.0 -19.3 -35.8 -28.6
Causality I I S I S I I I I S A I I I A
R(e∣ x) 0.350 0.934 -1.360 -0.362 0.651 0.774 0.940 0.928 0.843 0.970 0.872 0.141 0.531 0.213 0.690
RA(e∣ x) 0.991 0.986 0.990 0.994 0.967 0.972 0.988 0.983 0.965 0.970 0.945 0.960 0.979 0.982 0.867
RI(e∣ x) 0.857 0.921 0.748 0.826 0.838 0.821 0.8949 0.934 0.920 0.970 0.849 0.821 0.841 0.787 0.779
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to causal dependence between multitones. For any multitone,
the DoS is calculated as a percentage using:

DoS = 100 [P(e∣ x) −N (e∣ x)
N (e∣ x)

] (8)

A positive DoS strictly denotes synergy (highlighted and
marked in Tables II, III, V and VI using S), whereas a negative
DoS denotes either asynergy or inhibition (marked as A and
I, respectively). For the two-tone example x = {450,800} the
DoS is 7.7%, thus indicating synergy. Other examples for asyn-
ergy and inhibition include the two-tone cases x = {450,600}
and x = {50,450}, respectively (see Table II).

B. Comparison of Two-Tone and Three-Tone Interactions

The interaction types of all 105 two-tone combinations
considered for the analysis are summarized in Fig. 8. These
results indicate 18 synergy, 24 asynergy and 63 inhibition
type interactions. From a risk perspective, interactions between
multitone disturbances that are identified as synergistic or
asynergistic should be assessed further, especially if multitone
disturbance is likely in the intended system environment. A
similar analysis of the 455 three-tone cases (see Fig. 9) reveals
44 synergy, 103 asynergy and 308 inhibition interactions.

In this case-study, increasing the number of tones from two
to three resulted in a decrease in the proportion of synergy
and increase in the proportion of inhibition type interactions
(see Fig. 10). Moreover, the average proportion of samples
with synergy is higher for the two-tone EMI. The probability
of failure due to three-tone EMI is lower due to the higher
proportion of inhibition interactions.

V. PREDICTION OF MULTI-CAUSAL EFFECTS

A. Application of RNOR and ARNOR Rules

In order to validate the applicability of probabilistic theories
discussed above, the RNOR rule is used to predict the prob-
ability of three-tone EMI failure using the probability values
obtained from two-tone and single-tone simulations. For the

Fig. 8. Observed types of causal interaction in two-tone EMI simulations.

three-tone combinations that are discussed in this section (see
Table III), all the probability entries required to apply the rules
of RNOR and other theories are provided (Tables I –II).

It can be seen from Fig. 8 that the interactions between some
of the two-tone combinations are not of the positive causality
type (i.e., synergy and asynergy), but are inhibition instead.
As previously noted, the RNOR rule (5) is not applicable
(indicated by negative values in Table III) if the calculation
of three-tone failure probability involves any two-tone com-
binations that are of the inhibition type. For example, due to
inhibition for the two-tone combination {50,600}, the RNOR
rule is not applicable for the combinations R(e∣ 50,600,750)
and R(e∣ 50,600,900).

Whenever the RNOR rule may not be applicable, the
ARNOR rule (6) was used to calculate the three-tone
probability of failure. For example, the calculation of
R(e∣50,600,750), using (6) and the assumptions of ARNOR
is:

RA(e∣ 50,600,750) = 1 − {[
1 −N (e∣ 50,600)
1 −P(e∣ 600)

]

[1 −N (e∣ 600,750)
1 −P(e∣ 750)

][1 −N (e∣ 750,50)
1 −P(e∣ 50)

]}

= 1 − {[1 − 0.986
1 − 0.904

][1 − 0.934
1 − 0.309

][1 − 0.896
1 − 0.849

]} = 0.990 (9)

For the above example, without the use of ARNOR as-
sumptions, the RNOR rule estimate would have provided
R(e∣ 50,600,750) = −1.3605, which violates the Kol-
mogorov axioms of probability theory. It should be noted that
when RNOR is applicable, RA(e∣ x) = R(e∣ x) (e.g., case
{450,750,900}).

B. Evaluation of Predictions: Noisy-OR vs ARNOR

To evaluate the predictive capability of ARNOR, the dif-
ference between the three-tone probabilities obtained from
simulations, P(e∣ fa, fb, fc), and ARNOR, RA(e∣ fa, fb, fc),
were obtained for all of the three-tone combinations. The

Fig. 9. Observed types of causal interaction in three-tone EMI simulations.
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Fig. 10. Comparison between occurrence of causal interactions types for (a)
two-tone, and (b) three-tone cases.

deviation of RA(e∣ x) from P(e∣ x) is given in the histogram
shown in Fig. 11. The mean deviation of the – 0.153, indicates
that using the ARNOR rule might overestimate the probability
values of three-tone EMI failure by 15%.

A similar comparison of mean deviation between
P(e∣ fa, fb, fc) and the noisy-OR, N (e∣ fa, fb, fc) is shown
in Fig. 12. In this case, the mean deviation was found to be
– 0.159. The standard deviation (±σ) for both cases are similar
at around ±0.15. This shows that the RNOR and ARNOR
predictions may not necessarily improve the predictive capa-
bility of empirical BN causal models to a large extent, when
compared with the noisy-OR model that requires only the
failure probabilities for individual causes.

C. Proposed Improvements to ARNOR Rule

To include available information on inhibitions observed
between lower-order multi-causal interactions, some additional
changes to the existing ARNOR rule are proposed. In the im-
proved ARNOR (I-ARNOR) approach, the DoS corresponding
to each probability entry is used as a correction factor to obtain
revised probability estimates using:

Fig. 11. Evaluation of ARNOR rule for prediction of multi-causal effect;
µA = -0.15285 and σA = 0.15525.

RI(e∣ x) =RA(e∣ x) [1 +
0.01

m

m

∑
i=1

DoSm] , (10)

where m = r−1 and the factor 0.01 converts the DoS percent-
ages back to fractions. In (10), DoSm values corresponding
to positive causality interactions are considered zero.

Using the I-ARNOR rule, the probability of EMI failure for
the three-tone example {50,600,900} is calculated as:

RI(e∣ 50,600,900) =

RA(e∣ 50,600,900) [1 +
0.01

3
(−20.9 − 13.9 − 15.8)] =

0.994 [1 + 0.01

3
(−50.6)] = 0.826 (11)

For the above example, the probability of three-tone fail-
ure, estimated using I-ARNOR (0.826) is much closer to
the failure probability estimated through simulations (0.809),
when compared to the noisy-OR (0.994) and ARNOR (0.994)
estimated values (also given in Table III). Other examples
of the I-ARNOR rule applied for estimating the probability
of three-tone EMI failures can be found in Table III. An
effectiveness evaluation was also carried out for the I-ARNOR
rule, as for the noisy-OR and ARNOR rules. As shown in
Fig. 13, the mean deviation from simulated probability entries
was estimated to be -0.0395, which is significantly smaller
than the mean errors estimated for the existing noisy-OR and
ARNOR rules. Although, the standard deviation estimated for
the I-ARNOR predictions, σ = 0.157, is slightly greater than
those obtained for the noisy-OR and ARNOR estimates, this
represents a very small loss in precision compared to the
marked improvement in terms of reduced bias in the mean
value, delivering greater accuracy overall.

VI. CASE STUDY B - MEASURED DATA

Multitone immunity measurements on a ring oscillator (RO)
circuit provide a second case study to both confirm the en-
hanced prediction capability of the proposed I-ARNOR model

Fig. 12. Evaluation of noisy-OR rule for prediction of multi-causal effect;
µN = -0.15929 and σN = 0.15283.
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Fig. 13. Evaluation of I-ARNOR rule for prediction of multi-causal effect;
µI = -0.039544 and σI = 0.15661.

and to demonstrate the wider applicability of this analysis
method. A 13 cm x 13 cm 4-layer FR-4 printed circuit board
(PCB) was designed using Altium for conducted immunity
testing according to [1] with the IC in the center of the board.
Furthermore, a 470 Ω resistor was included in series with the
output pin of the RO circuit to limit high amplitude output
voltage signals from being re-injected into the IC. A more
detailed description of the IC and PCB design of the RO circuit
are provided in [17].

A. Test Bench Setup

The experimental setup for the conducted multitone EMI
immunity testing is shown in Fig. 14. Using a bias-tee (ZFBT-
6GW+), the multitone EM disturbances generated from the
vector signal generator (R&S SMM100A) were superimposed
over the 5V power supply (KEYSIGHT E36313A). The output
from the bias-tee was then injected into the input pin of
the device under test (DUT) comprising the RO IC and
associated ancillary circuits. The wider DUT circuits were
powered by a separate 5V power supply that was entirely
isolated from the EM disturbances. A signal and spectrum
analyser (R&S FSVA3044) was used to observe the multitone
disturbance generated by the vector signal generator. The
DUT output signal was recorded using an oscilloscope (R&S
RTM3004) for each injected multitone EM disturbance.

B. Test Plan and Limitations

The arbitrary function mode of the vector signal generator
used to generate the multitone disturbance had a maximum
clock frequency of 44 GHz and a fixed bandwidth of 600
MHz. The available combinations of two and three-tone dis-
turbances were therefore limited by the 600 MHz bandwidth.
To cover a broader range of frequencies for validation of the
probabilistic models and to limit the total test time, two sets
of frequencies were used, i.e., {100,200, ...,600} MHz and
{500,600, ...,1000} MHz. Hence, a total of 10 single-tone,
29 two-tone and 40 three-tone disturbances were considered

Fig. 14. Test bench setup for conducted multitone immunity testing

for Case Study B. Using the arbitrary waveform function, a
constant power level of 10 dBm was assigned to each tone
and the initial phase of each tone was randomly selected
between −180○ to 180○. The selected power was the minimum
level at which the DUT showed an observable change in the
output frequency without triggering the electrostatic discharge
protection structures in the IC. As an example, the frequency
spectrum of the three-tone combination {100,400,500} MHz
generated using the vector signal generator is shown in Fig.
15.

The resolution of the oscilloscope used to record the RO
output signal was limited by a 2 GHz sampling rate, whereas
5 GHz sampling was used in the Cadence simulations for
Case Study A. Moreover, a 3-stage frequency divider was
used to monitor the output frequency of the RO (nominally
F2 = 955 MHz), which reduces the nominal output frequency
to F2(AFD) = 97.7 MHz [17] and introduces additional
uncertainties for the immunity measurements. The FFT of

Fig. 15. Frequency spectrum of the three-tone combination {100,400,500}
MHz generated using the vector signal generator and measured with the signal
and spectrum analyser. The power level of each tone is constant at 10 dBm.
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the output signal over the entire time period for the three-
tone disturbance {100,400,500} MHz is illustrated in Fig.
16, showing the power levels of the injected frequencies to
be lower than that of the RO output frequency. This is due
to the effect of the IC output pad capacitance and package
parasitics. The peak with the highest amplitude was considered
as the output frequency of the DUT. For the case shown in
Fig. 16 the shifted output frequency is FE = 60 MHz and
∆F = −38.6%.

C. Multitone Immunity Performance Results

Considering the non-linear behaviour of the oscillator cir-
cuit, the FFT of the output signal is taken for every 35 ns
over a steady-state time period of 3 µs for each measurement
to determine the probability of failure using the failure criteria
given in Section II.C. The total number of failures is then
estimated using (1), where Fi = F2(AFD). See Fig. 17 for
the RO output frequency observed during the injection of 3-
tone disturbance {100,400,500} MHz, where the probability
of failure is 33.3%. The probability of EMI failure obtained
from the measurements, P(e∣ x) for examples of single,
two and three-tone disturbances are provided in Tables IV-
VI. Comparison with the noisy-OR estimates again revealed

Fig. 16. Measured output frequency of the RO when injected with three-tone
EM disturbance {100,400,500} MHz.

Fig. 17. RO output for three-tone disturbance at frequencies
{100,400,500} MHz.

synergy, asynergy and inhibition type interactions (see Tables
V and VI). The magnitudes of the DoS for some measured
higher-order multitone combinations were higher than seen
in Case Study A: e.g., the DoS values for combinations
{200,400} MHz, {400,600} MHz and {600,800} MHz are
230%, 639.5% and -99.9% (respectively). One specific reason
for this behavior is that the RO is being locked to one of
the injected multitone frequencies [17], creating a significant
deviation from the nominal frequency. Additional measure-
ment uncertainties may also contribute to this, but further
investigation of these is beyond the scope of this paper.

D. Prediction Accuracy

The simulation results for Case Study A (CSVCO) were
used to demonstrate the invalidity of the RNOR model and the
improved mean prediction accuracy of the I-ARNOR model
over the noisy-OR and ARNOR models. For experimental
confirmation of this result, the three-tone failure probability
values obtained for Case Study B (RO) are compared with
the corresponding predictions made using the probabilistic
models. The probability estimates using noisy-OR, RNOR,
ARNOR and I-ARNOR models for some of the three-tone
examples are given in Table VI. Histograms depicting the
prediction errors for each model except RNOR (which is
invalid) are shown in Figs. 18 to 20, confirming that the
mean prediction error of the I-ARNOR model (µI = −0.0351)
is again much lower than the noisy-OR (µN = −0.1002)
and ARNOR (µA = −0.1855) models. However, the standard
deviation of the I-ARNOR model (σI = 0.2086) is higher
than the noisy-OR model (σN = 0.1760), whereas lower
than the ARNOR model (σA = 0.2303). The relative loss
in precision of the I-ARNOR model with respect to the
noisy-OR model in Case study B is due to the cancelling
effect between three-tone disturbances, whose corresponding
two-tone combinations have very high degree of synergy.
For example, P(e∣ 400,500,600) = 0.25, in-spite of one
its two-tone combinations having P(e∣ 400,600) = 0.875
and DoS = 629.5%. Except for such outliers, the three-tone
predictions made by the I-ARNOR model remain superior to
those of the existing noisy-OR derivatives.

VII. CONCLUSION

The application of various existing (noisy-OR, RNOR and
ARNOR) and newly proposed (I-ARNOR) probabilistic mod-
els has been demonstrated in this paper for two different
case studies, for the purposes of identifying the multi-causal
interaction types between simultaneous EM disturbances and
predicting the immunity performance of a component with
respect to untested higher-order multitone disturbances. Based
on the analysis of two different case studies, the noisy-OR
model indicates the possibility of observing either increases or
decreases in the probability of failure in comparison to single-
tone disturbances. One of the reasons for the latter may be
due to the inter-modulation products of the injected multitone
disturbance adding up or cancelling out each other.

In real-world systems, positive causality of multitone dis-
turbances means that unexpected component failures could be
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TABLE IV
PROBABILITY OF EMI FAILURE DUE TO SINGLE-TONE DISTURBANCES OBTAINED FROM CASE STUDY B (RO) EXPERIMENTAL MEASUREMENTS

Single-tone
(MHz) 100 200 300 400 500 600 700 800 900 1000

P(e∣ x) 0.33 0.011 0.606 0.063 0.017 0.059 0.042 0.031 0.092 0.095

TABLE V
PROBABILITY OF EMI FAILURE DUE TO TWO-TONE DISTURBANCES OBTAINED FROM CASE STUDY B (RO) EXPERIMENTAL MEASUREMENTS

Two-tone
(MHz)

100, 100, 200, 200, 300, 300, 400, 400, 500, 500, 600, 600, 700, 700, 800,
400 600 400 500 400 600 500 600 600 700 800 900 900 1000 1000

P(e∣ x) 0.268 0.592 0.089 0.092 0.0 0.75 0.071 0.875 0.021 0.054 0.0 0.0 0.036 0.036 0.0
N (e∣ x) 0.372 0.369 0.074 0.028 0.631 0.629 0.079 0.118 0.074 0.058 0.088 0.145 0.13 0.133 0.123
DoS (%) -28 60.3 20.9 230.0 -100.0 19.3 -9.67 639.5 -71.6 -7.5 -99.9 -99.9 -72.6 -73.1 -99.9
Causality I S S S I S A S I A I I I I I

TABLE VI
PROBABILITY OF EMI FAILURE DUE TO THREE-TONE DISTURBANCES OBTAINED FROM CASE STUDY B (RO) EXPERIMENTAL MEASUREMENTS

Three-tone
(MHz)

100, 100, 100, 100, 200, 200, 300, 400, 500, 500, 500, 600, 600, 700,
200, 200, 300, 400, 300, 400, 400, 500, 600, 700, 800, 700, 900, 900,
400 500 500 500 400 500 500 600 900 900 1000 900 1000 1000

P(e∣ x) 0.571 0.464 0.464 0.333 0.429 0.179 0.357 0.25 0.214 0.071 0.054 0.036 0.018 0.028
N (e∣ x) 0.739 0.376 0.751 0.383 0.633 0.085 0.635 0.103 0.087 0.135 0.126 0.172 0.157 0.204
DoS (%) 50.7 33.3 -37.3 -12.8 -32.5 99.8 -43.9 87.8 34.1 -50.7 -61 -80.3 -92.1 -86.8
Causality S S I A S S I S S I I I I I
R(e∣ x) 0.348 0.38 -0.658 0.194 -1.089 0.156 -1.34 0.869 -0.165 -0.067 -0.076 -0.136 -0.147 -0.048
RA(e∣ x) 0.441 0.442 0.74 0.377 0.641 0.156 0.634 0.876 0.16 0.141 0.16 0.181 0.165 0.15
RI(e∣ x) 0.4 0.411 0.348 0.315 0.27 0.156 0.24 0.667 0.015 0.06 0.053 0.039 0.055 0.077

Fig. 18. Experimental evaluation of noisy-OR rule for prediction of multi-
causal effect; µN = -0.1002 and σN = 0.1760.

more likely in the systems’ life-time than standard (single-
tone) immunity tests might suggest. However, for multitone
interactions that are identified as inhibition, the traditional
single-tone immunity verification techniques can be considered
a conservative approach.

To determine the maximum number of tones that need to be
considered for multitone immunity investigations, the change
in the proportion of synergy type interactions with increasing
multitone order needs to be analysed. For acceptable propor-

Fig. 19. Experimental evaluation of ARNOR rule for prediction of multi-
causal effect; µA = -0.1855 and σA = 0.2303.

tions of synergy type interactions, the noisy-OR model can be
used to estimate the multitone immunity performance, as those
estimates will always be higher and provide a safety margin
if the interactions are asynergy or inhibition.

A common limitation of multitone immunity analysis, for
both simulations and measurements, is the exponential rise in
the number of possible multitone combinations as the number
of single-tones considered increases (note that conducted and
radiated immunity measurements with more than 3 tones
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Fig. 20. Experimental evaluation of I-ARNOR rule for prediction of multi-
causal effect; µI = -0.0351 and σI = 0.2086.

become impractical due to amplifier issues). However, the new
I-ARNOR rule proposed herein can be applied in such cases to
predict the failure probability of untested third or higher-order
multitone combinations, at an accuracy much better than the
existing models. Thus, these probabilistic methods could also
complement and extend the current (or any future) immunity
standard that includes multitone testing.

Using simulation data for a CSVCO circuit, the proposed
I-ARNOR model was shown to have superior prediction ac-
curacy to existing probabilistic models (i.e., the noisy-OR and
ARNOR models). The simulations offered advantages such
as higher sampling rate and bandwidth as well as freedom to
monitor signals at inaccessible traces. Measurements, however,
are subject to practical limitations such as PCB trace parasitics,
cable losses, and other uncertainties that are not included in
the simulations. For these reasons, as well as to demonstrate
wider applicability, experimental validation of the I-ARNOR
probabilistic model was provided for a different (RO) circuit.

Furthermore, the influence of temperature on the multitone
immunity performance of oscillator circuits has also been
experimentally investigated and successfully analysed [17] us-
ing the probabilistic models discussed in this paper. Further
investigation of the applicability of the extended-RNOR model
to predict the probability of higher order (r > 3) multitone
EMI failures could be undertaken using the available data (for
r ≤ 3). For example, from (2) an additional 1,365 simulations
corresponding, to all possible four-tone (r = 4) combinations
of n = 15 frequencies, would be required to obtain the
validation data.
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1, Rennes, France, in 2012.

From 1992 to 2012, he was an Associate Professor
with ESEO School of Engineering in the fields of microelectronics and
embedded systems. In 2013, he became a Full Professor. His research in-
terests include EMC of integrated circuits, mixed-signal hardware description
languages, and integrated circuit design. Dr. Perdriau served as the Vice-Chair
and the Technical Program Co-Chair of EMC Europe 2017. In January 2020,
he was elected as the Secretary of the IEEE France Section.

Mohsen Koohestani (Senior Member, IEEE) re-
ceived the PhD degree (Hons.) in electromagnetics
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